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Fraud and Corruption Control Policy 

Policy Objective 

To state the Council of the City of Perth’s (the Council) commitment to: 

• minimising instances of fraud, misconduct, bribery and corruption (Fraud and Misconduct); and

• the implementation of strategies to prevent, detect and respond to Fraud and Corruption.

Policy Scope 
The prevention and detection of Fraud and Corruption is a collective responsibility of all persons engaged, or 

closely associated, with the City of Perth (the City) in any capacity. This includes elected members, 

employees, proponents, suppliers and service providers. 

Policy Statement 
1) Acts of Fraud and Corruption can damage the City’s capacity to serve the community through loss of

financial capacity, loss of assets, loss of community trust and reputational damage.

2) The Council, therefore, has no tolerance for acts of Fraud and Corruption.

3) Elected members will lead an ethical organisational culture through compliance with the:

a) Local Government (Rules of Conduct) Regulations 2007;

b) City’s Code of Conduct; and

c) City’s Statement of Business Ethics.

4) The City will offer multiple ways for people to report suspected acts of Fraud and Corruption.

5) The City will protect people, who report suspected acts of Fraud and Corruption, from retaliation.

6) The City will handle investigations into Fraud and Corruption confidentially.

7) The City will report acts of Fraud and Corruption to the appropriate authority.

8) The City will seek to recover losses suffered through acts of Fraud and Corruption.

9) The Council will appropriately resource the City’s Administration to implement Fraud and Corruption

prevention, detection and response strategies.

10) The Chief Executive Officer will develop and implement a Fraud and Corruption Control Plan to deliver

the policy objective.

11) The Audit and Risk Committee will review the performance of the Fraud and Corruption Control Plan

and report the results to Council annually.Curre
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Internal Audit Report – Payroll:  July 2021 

EXECUTIVE SUMMARY 

Introduction 

The City of Perth’s (‘CoP’) Payroll function consists of 3.2 FTE Payroll Officers and 1.0 FTE Senior Business 
Analyst, and resides within the Human Resources (“HR”) area. Three separate fortnightly payrolls are run 
(Standard Fortnightly, EmpLive and Termination Pay) through the payroll system (Technology One), 
which integrates with third-party software (Emplive) for the purpose of interpreting EBA rules).  

Objectives 

The objective of this audit was to determine the design and operating effectiveness of internal controls 

supporting the payroll function ensuring the accurate, efficient and timely payment of staff.   

Findings 

Strengths noted 

Payroll processes and controls are generally well designed, despite being manual in nature; and have 
been comprehensively documented, providing guidance and supporting continuity of payroll process 
and controls. The internal audit procedures performed did not identify any significant non-compliances 
or errors, indicating that the Payroll team have strong accountability; and are highly committed to 
consistently performing activities in accordance with process and control requirements. We also noted a 
strong commitment displayed by the Payroll team and wider HR function, to continuously improve 
payroll related processes and practices.  

Areas for Improvement 

Four low risk findings were identified during the review.  

The areas for improvement noted are as follows:  

• Manual process to manage timesheets for Emplive pay run employees, leading to input errors; 

• No documented procedure in place for managing excessive leave hours;  

• Delays in receiving payroll master data from the business, leading to disruption in payroll process; 

• Lack of review of changes made by super users in the payroll system; and 

In addition, one area for improvement was identified during this review in relation to the roles and 
responsibilities of Payroll officers within the Emplive and Fortnightly pay run procedures (refer to section 
9.1 for further details).   

The classification of internal audit findings is detailed in Appendix 1 to this report. 

Number of Internal Audit Recommendations 

Extreme High Medium Low 

0 0 0 4 



 

Internal Audit Report – Payroll:  July 2021 

Conclusion 

This internal audit found that CoP’s Payroll processes and controls are generally well designed, despite 
being manual in nature. Internal audit procedures performed did not identify any significant 
process/control non-compliances or payroll errors; and where issues were identified these were minor in 
nature, and not systemic or indicative or the wider control environment. 

Four minor rated findings have however been noted, in relation to the accuracy of timesheet hours input 
from paper based timesheets into the payroll system for Emplive employees; the lack of procedural 
documentation supporting the management of excessive leave hours; the timeliness in which the 
business provide information and supporting documentation to the Payroll team for new starters and 
existing employee changes; and the detective controls over unauthorised changes by super users within 
the payroll system.  
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Confidentiality 

The findings of this review are confidential. The final report, along with soft and hard copies of all associated working papers 
will not be distributed to any party other than the City of Perth and persons/agencies authorised by the Chief Executive Officer.  

Inherent Limitations 

The services provided in connection with this engagement comprise an advisory engagement which is not subject to assurance 
or other standards issued by the Australian Auditing and Assurance Standards Board and consequently no conclusions intended 
to convey assurance will be expressed.  

Due to the inherent limitations of any control structure, it is possible that fraud, error or non-compliance with laws and 
regulations may occur and not be detected. Further the internal control structure within which the control procedures that are 
to be subject to the internal audit will not be reviewed in their entirety and therefore no opinion or view will be expressed as to 
the effectiveness of the broader control structure.  

The procedures to be performed are not designed to detect all weakness in the control framework as they are performed on a 
sample basis only.  

No warranty of completeness, accuracy or reliability can be given in relation to the statements and representations made by, 
and the information and documentation provided by the City of Perth management or personnel. We shall seek to 
independently verify those sources unless otherwise noted within the report.  
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1 Introduction and background 

The CoP Payroll function was moved to the HR area during 2020 (previously managed within Finance). 

As at May 2021 the Payroll function includes 2.6 FTE, made up of three Payroll Officers  

In June 2019, CoP implemented the TechnologyOne’s OneCouncil payroll functionality which integrates 

with the FinanceOne module. A third-party software, Emplive was also implemented for the purpose of 

interpretation of the EBA rules. EBA employee’s master data and timesheet data is migrated to Emplive 

for interpretation. Subsequent to the implementation of TechnologyOne and Emplive, the Payroll team 

encountered various challenges including repeat pay errors, entitlement errors, incorrect leave 

assignments due to heavy manual intervention and system configuration issues. These issues caused 

approximately $108,059 of backpay and $85,530 of overpayments during the period August 2019 to 

September 2020.  

During 2020, a payroll analysis and improvement project was commissioned with the objective of 

producing accurate and timely payroll supporting the requirements of employment contracts; reduced 

manual data entry and re-work; the development of an effective system configuration change 

management process; and to streamline and standardise payroll processes. The project was coordinated 

by the Senior Business Analyst and included an ICT resource completing the analysis and documenting 

the requirements for the payroll improvements.   

Payroll is processed fortnightly and there are three different types of pay runs in place: 

• Standard Fortnightly: includes salaried officers that work standard hours i.e. 75 hours fortnightly 

from Monday to Friday. 

• Emplive: includes the ‘outside workforce’ that typically works in rosters/shifts, that may include out 

of hours work i.e. weekends and public holidays.  

• Termination Pay: considers employees with a termination date defined in Technology One and to be 

processed during the fortnightly period of the pay run. 

2 Objectives 

The objective of this audit was to determine the design and operating effectiveness of internal controls 

supporting the payroll function ensuring the accurate, efficient and timely payment of staff.   

3 Scope 

The scope of the audit covered the period 1 May 2020 – 30 April 2021. We reviewed the CoP’s key 

processes and controls supporting the Payroll function, including the following areas: 

• Clarity and understanding of roles and responsibilities. 

• Clarity of payroll related procedural documentation and understanding of these.  

• Management of payroll master data (such as employment type, start/end dates, pay/salary 

rate/level, super, personal details etc) for staff, including additions (new starters), amendments 

and terminations. 
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• System user access and functionality controls that ensure: 

o Adequate restrictions to confidential data through appropriate payroll system 

functionality; 

o Adequate restriction and segregation of duties; and 

o Processes to monitor super user access and activities.  

• Time recording processes and input into the payroll including the submission and review of 

timesheets for site and office-based staff.  

• Processing and payment of payroll, including: 

o Capture of all relevant inputs (master data, timesheets, leave data, ad hoc payments i.e 

benefits, allowances and/or termination payments); 

o Processes in place to ensure the accuracy of payroll calculations, such as the review of 

variations and amendments, including segregation of duties between input and review, 

and checks back to adequate supporting documentation; 

o Processes in place to ensure the accuracy of ATO deduction payments, such as PAYG, 

superannuation and garnishees; 

o Accurate generation of the draft payroll / draft payroll reports; 

o Review and approval of the final payroll with considerations of the adequacy of checks 

and segregation of duties; and 

o Timely creation of bank files and submission to Finance/treasury for payment.  

• High level consideration of processing supporting management of excessive leave balances, with 

consideration to the recent OAG finding.  

4 Approach 

The approach adopted for this internal audit was as follows: 

• Performance of data analytics routines over payroll data for the period 1 May 2020 – 30 April 2021 

(including employee master data, pay-run transactions listings, payroll system activity/change logs 

and leave history).  

• Consideration of relevant policies and procedures and discussion with management and staff 

responsible for the relevant scope areas. 

• Walkthrough and consideration of key controls and determining whether control design adequately 

supports in scope payroll processes. 



Internal Audit Report – Payroll: July 2021 

4 

 

• Based on the outcomes of the data analytics determine high risk areas of focus and prioritise further 

audit procedures/tests.  

• Identification of any control weaknesses, discrepancies or deviations from policy, procedure or 

legislation and discuss these with relevant staff members. 

• Development of a report identifying any weaknesses or issues and making relevant 

recommendations on the areas under the scope of our engagement.  

5 Stakeholder Consultations  

Management and staff consulted as part of this review included: 

▪ Ben Searcy, HR Manager; 

▪ Suzette Bredell, Senior Business Analyst; 

▪ Kamla Pillay, Senior Payroll Officer; and 

▪ Tarren Mastalerz, Payroll Officer. 

6 Positive Findings 

We identified the following areas of good practice during our review:  

▪ Extensive procedures with step-by-step information to process the three pay runs and to manage 

payroll system information; 

▪ Manual controls in place are effective and consistently performed, demonstrating strong 

commitment and accountability of Payroll team members; no significant non-compliances or 

errors were not through testing of new starters, changes and terminations; 

▪ A HR tracker spreadsheet is used to record and track information and changes;  

▪ Content Manager is used to retain supporting documentation;  

▪ All steps throughout the payroll process are prepared and reviewed by different payroll officers, 

ensuring adequate segregation of duties and reducing likelihood of error or fraud; and 

▪ Technology One has the capability to provide numerous reports to support the Payroll team in pay 

run processing and to assess changes applied to payroll details. 
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7 Risk Assessment 

The following table includes a comparison of the preliminary risks assessed by internal audit during the 
planning phase and the final assessment.  

The internal audit found that Payroll controls were generally well designed and operating effectively, 

which is reflected in the low residual risk ratings assigned in the table above.  

8 Areas for Improvement 

Four low risk rated findings were identified during this review. A detailed description of the findings and 

recommendations made are included in sections 8.1 to 8.4 of this report.  

One area for improvement was also identified during this review (refer to section 9.1 of this report for 

further details).  

It is noted that data analytics identified what was considered to be an usually high amount of overtime 

being worked by waste management workers, which is leading to significant gross pay amounts being 

paid to these employees. Notwithstanding the impact this has on the City’s finances, high levels of 

overtime could pose an employee wellbeing risk. Management are aware of this and are currently 

considering whether any further action is required. As this matter is not reflective of the design and 

operating effectiveness of payroll processes and controls, it has not been included as a risk rated finding 

in this internal audit report.  

Ref 
No. 

Risk Description 
Preliminary 

Risk 
Assessment 

Final Internal 
Audit Control 

Rating 

Final Internal 
Audit Risk 

Assessment 

1 Inadequately trained staff (ID: 0267) Medium Effective Low 

2 

Incorrect or non-completion timesheet 
or managers not reviewing and 
approving timesheets in a timely 
manner (ID: 0653) 

Medium Effective Low 

3 
Lack of knowledge and understanding 
of superannuation legislation and 
requirements (ID: 0814) 

Medium Effective Low 

4 
Payroll fraud and/or error resulting in 
incorrect payment of staff (risk not in 
CRG) 

Medium Effective Low 
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8.1 Manual process to manage timesheets for Emplive pay run employees, leading to input 
errors 

Risk 

Identified Risk Consequence Likelihood Risk Rating 
Risk Acceptance 

Timeframe 

Incorrect or non-completion timesheet or managers 
not reviewing and approving timesheets in a timely 
manner (ID: 0653) 

Insignificant Likely Low 12 months 

Issue 

The 185 staff covered by the Emplive pay run process are required to complete hard copy (paper) daily 
timesheets, that require approval by their direct manager or supervisor. The timesheet data is manually input 
from the paper copy timesheets into the ‘F1 Timesheet Load’ spreadsheet by an Administrator (who is not 
within the Payroll team). This spreadsheet is then used as an input into the pay run process.  

Based on consultation with key stakeholders and sample testing, we noted the following observations: 

• One employee had 18 additional minutes recorded in the F1 Timesheet Load spreadsheet, in comparison 
to the paper timesheet; 

• Three employees had 1 less minute recorded in the F1 Timesheet Load spreadsheet, in comparison to the 
paper timesheet; 

• One employee had one full day of work (22 March 2021) that had not been input into the F1 Timesheet 
Load spreadsheet; and 

• Four employees had meal breaks recorded into ‘F1 Timesheet Load’ spreadsheet for different hours, in 
comparison with paper timesheet. 

It is noted that where an employee’s timesheet is not entered into the payroll system for their full contractual 
amount of hours in any given pay period, the system will default to recording their standard contractual 
working hours (e.g. 75 hours). The impact of timesheet input errors is therefore limited to the non-payment 
of overtime hours worked and the failure to accurately capture leave hours taken; rather than non-payments 
of an employee’s standard contractual hours. Incorrect hours also impacts the accuracy of the activity based 
costing which is understood to be the main reason why timesheets are utilised. 

Implication 

• There is an increased risk of human error while inputting timesheet data into the F1 Timesheet Load 
spreadsheet, which may result in inaccurate inputs into the pay run process, leading to the potential to 
underpay overtime worked or failure to record leave hours taken.  

• Errors in the times recorded impacts the accuracy of the activity-based costing. 

Recommendation 

It is recommended that management: 

1. Review the F1 Timesheet Load spreadsheet template to make the input of paper copy timesheet data 
easier and to improve the identification of errors. This could include using formulas to identify 
employees with missing standard hours for a given pay period. 

2. In partnership with IT, undertake a cost/benefit assessment of implementing an electronic application 
to capture timesheets for Emplive employee’s time. This assessment should consider the 
practicalities of these employees using a digital mechanism for recording time and the likelihood of 
successful adoption by the workforce.  
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Management Comment 

Agreed and support proposed inclusion in the internal audit log as detailed below. 

For inclusion in the Internal Audit Log 

The following action has been agreed by management for inclusion in the Internal Audit Log. 

# Risk Issue Action agreed by 
Management 

Action Owner Target Date 

1 Low Timesheet data is manually input 
into the F1 Timesheet Load 
spreadsheet, which may result in 
inaccurate inputs into the pay run 
process.  

a. Review the F1 Timesheet 
Load spreadsheet template 
to make the input of paper 
copy timesheet data easier 
and to improve the 
identification of errors. 

b. In partnership with IT, 
undertake a cost/benefit 
assessment of 
implementing an electronic 
application to capture 
timesheets for Emplive 
employee’s time 

Alliance 
Manager 
Human 
Resources, 
Alliance 
Manager ICT 
and Alliance 
Manager 
Operations 

30 June 2022 
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8.2 No documented procedure in place for managing excessive leave hours 

Risk 

Identified Risk Consequence Likelihood Risk Rating 
Risk Acceptance 

Timeframe 

Excessive leave liability (financial, operational) Insignificant Likely Low 12 months 

Issue 

In December 2020 CoP commenced active monitoring and management of excessive leave, due to the 
significant financial liability and findings from a recent Office of the Auditor General (‘OAG’) Report. On a 
fortnightly basis, the Payroll team extract an excessive leave report from TechnologyOne, share the report 
with line managers and request all line managers to decrease the number of excessive leave hours within their 
teams.  

Line managers have the responsibility to define and implement leave plans for every employee with excessive 
leave hours. Between December 2020 and February of 2021, the number of hours of excessive leave 
decreased by over 1,000 hours. 

There is no documented procedure in place to provide guidance to line managers on how to manage excessive 
leave hours, for example: 

• Defining excessive leave for annual leave and long service leave within CoP; and in accordance with 
the employees EBA and the Fair Work Act. 

• Defining CoP expected timeframes for a line manager to reduce excessive leave within their teams. 

• The circumstances in which line managers can/cannot a request an employee to take annual leave 
and long service leave in accordance with CoP preferences; and in accordance with the employees 
EBA and the Fair Work Act. 

• The circumstances in which line managers can/cannot request an employee receive payment in place 
of taking annual leave and long service leave in accordance with CoP preferences; and in accordance 
with the employees EBA and the Fair Work Act. 

• Escalation protocols and mitigations to be followed where the employees excessive leave balances 
cannot be reduced in a timely manner.  

We note that management are aware of this and have commenced drafting an excessive leave management 
procedure.  

In addition, it was noted that Alliance Managers and above are excluded from the process for monitoring and 
managing excessive leave.  

Implication 

• Without a documented procedure for managing excessive leave, there is an increased risk that 
excessive leave will not be effectively monitored and reduced, ultimately failing to reduce financial 
liabilities created by excessive leave balances.  

• In addition, failure to follow consistent leave management processes for Alliance Managers and 
above, may create a cultural misalignment between management and the rest of the workforce (e.g. 
the perception of “one set of rules for us, one set of rules for them”) and a lack of effective role 
modelling.  
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• There is a greater risk of fraud not being detected where individuals do not take leave. 

Recommendation 

It is recommended that management: 

1. Draft and finalise a leave procedure with key principles and rules for managing excessive leaves across 
CoP. The procedure should outline definitions and requirements of key roles, responsibilities and 
activities, in addition to providing guidance on the specific items identified above. This procedure 
should apply to all CoP’s employees (including Alliance Managers and above). 

2. Communicate the new leave procedure with all relevant staff and embed it into staff management. 

Management Comment 

Agreed and support proposed inclusion in the internal audit log as detailed below. 

For inclusion in the Internal Audit Log 

The following action has been agreed by management for inclusion in the Internal Audit Log. 

# Risk Issue Action agreed by 
Management 

Action Owner Target Date 

2 Low There is no documented 
procedure in place to provide 
guidance to line managers on 
how to manage excessive leave 
hours, resulting in increased risk 
that excessive leave will not be 
effectively monitored and 
reduced; and an increased risk of 
fraud not being detected. 

Alliance Managers and above are 
currently excluded from the 
process for monitoring and 
managing excessive leave which 
may create a cultural 
misalignment between 
management and the rest of the 
workforce; and a lack of effective 
role modelling. 

a. Draft and finalise a leave 
procedure with key 
principles and rules for 
managing excessive leaves 
across CoP. 

b. Communicate the new 
leave procedure with all 
relevant staff and embed it 
into staff management 

Alliance 
Manager 
Human 
Resources 

31 December 
2021 
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8.3 Delays in receiving payroll master data from the business, leading to disruption in payroll 
process 

Risk 

Identified Risk 
Consequence Likelihood Risk Rating 

Risk Acceptance 
Timeframe 

Inadequately trained staff (ID: 0267) Insignificant Likely Low 12 months 

Issue 

In 2018 the Payroll team created extensive procedures to manage payroll master data, including the 
processes for new hires, amendments to existing employees (e.g. higher duties, position changes, 
employment type changes) and terminations. Employee payroll master data is recorded in TechnologyOne 
by the HR or Payroll team, supported by documentation provided by the business via the relevant form, 
employment contract or emails. Information and supporting documentation are also stored in the employees 
file. All changes performed by a Payroll Officer are reviewed by a separate team member (by checking back 
to supporting documentation) to ensure the change is valid and input correctly. 

Based on sample testing of these processes, we noted the following observations: 

• New hires: For one employee, the Payroll team did not receive the employee’s personal details until 17 
days after the start date, affecting the pay run payment cycle. Based on the ‘Adding a new employee’ 
procedure, new hires should be recorded in the payroll system only after the acceptance of the contract 
and documentation are sent to HR. 

• Amendments: For two employees who had a change in their employment type (i.e. moving from a part-
time to a full-time position), the new contract was signed two and nine days after the employee’s record 
was updated in TechnologyOne, Emplive and the HR tracker spreadsheet. Based on the ‘Changing 
Employee Types’ procedure, these changes should not be made in the payroll system until a signed 
contract is sent to HR. 

We note that these exceptions were caused by the business not providing Payroll/HR with the required 
documentation in a timely manner. Where this occurs the Payroll team follow up with the business to ensure 
that the employee is paid correctly to the best of their knowledge.  

Implication 

• There is an increased risk of process inefficiencies, leading to delays in pay run processing.  

• Despite the efforts of Payroll to follow up and confirm information with the business ahead of processing 
the payroll, there is also a risk that new hires, amendments and terminations could be paid incorrectly as 
a result of the delays in receiving this information (e.g. new hires not being made on time, payment of 
higher duties / other pay changes being made prior to the employee accepting the position, processing a 
termination using the wrong date, incorrect calculations due to the Payroll team being rushed).  

Recommendation 

It is recommended that management: 

1. Re-iterate to staff the importance of providing information and supporting documentation to Payroll/HR 
in a timely manner; and provide any necessary re-training to staff on a needs basis to ensure awareness 
of relevant protocols and deadlines. Consistent non-compliance by an area of the business should be 
escalated to senior management.  
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2. Consider whether any enhancements can be made to new starter and termination forms to establish and 
remind staff of the required timeframes for submitting information to Payroll/HR.  

Management Comment 

Agreed and support proposed inclusion in the internal audit log as detailed below. 

For inclusion in the Internal Audit Log 

The following action has been agreed by management for inclusion in the Internal Audit Log. 

# Risk Issue Action agreed by 
Management 

Action Owner Target Date 

3 Low Instances noted where delays in 
receiving payroll master data 
from the business, were 
experienced leading to disruption 
in payroll process, and the 
increased risk of payroll 
processing delays or errors.  

a. Re-iterate to staff the 
importance of providing 
information and supporting 
documentation to 
Payroll/HR in a timely 
manner; and provide any 
necessary re-training to 
staff on a needs basis. 

b. Consider whether any 
enhancements can be 
made to new starter and 
termination forms. 

Alliance 
Manager 
Human 
Resources 

31 December 
2021 
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8.4 Lack of review of changes made by super users in the payroll system 

Risk 

Identified Risk Consequence Likelihood Risk Rating 
Risk 

Acceptance 
Timeframe 

Payroll fraud and/or error resulting in incorrect 
payment of staff (risk not in CRG) 

Moderate Rare Low 12 months 

Issue 

The Payroll team and ICT super users are the only staff with access to perform changes in TechnologyOne, 
although it is noted that Emplive pay run employees update their own personal details through the 
TechnologyOne self-service portal. All changes performed by the four super users require an approval by the 
Senior Payroll Analyst or HR Manager, however super users have access and can update payroll master data 
without receiving the respective approval (i.e. the approval is not a system driven control).   

Based on consultation with key stakeholders we noted that changes performed within TechnologyOne are 
not reviewed by the Payroll team (i.e. through a review of the system changes audit trail log) to confirm that 
all changes performed by super users were appropriate and approved.  

It is noted that Data Analytic routines performed did not identify any super users who had made changes to 
their own payroll records during the audit period.  

Implication 

• There is an increased risk of super users making inaccurate and/or unauthorised changes within 
TechnologyOne without being detected.   

Recommendation 

It is recommended that management: 

1. Implement a quarterly review of TechnologyOne’s audit trail log to confirm that all changes made by 
super users are appropriate and were approved. 

Management Comment 

Agreed and support proposed inclusion in the internal audit log as detailed below. 

For inclusion in the Internal Audit Log 

The following action has been agreed by management for inclusion in the Internal Audit Log. 

# Risk Issue Action agreed by 
Management 

Action Owner Target Date 

4 Low There is lack of review of changes 
made by super users in the payroll 
system increasing the risk of 
super users making inaccurate 
and/or unauthorised changes 
within TechnologyOne without 
being detected. 

Implement a quarterly review of 
TechnologyOne’s audit trail log 
to confirm that all changes 
made by super users are 
appropriate and were approved 

Alliance 
Manager ICT 

30 June 2022 
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9 Enhancement Opportunities 

9.1 Opportunity to improve clarity of roles and responsibilities within Emplive and Fortnightly 
payrun procedures  

Issue 

In 2020, the Payroll team created extensive procedures to provide step-by-step processing information for 
the three current pay run processes (Emplive, Standard Fortnightly and Terminations). 

The Termination procedure includes sections outlining purpose, scope, key responsibilities, a process flow 
diagram, and the process flow steps for terminating an employee in TechnologyOne. However, for the 
Emplive and Fortnightly procedures we noted that the documents did not include key information such as 
the roles and responsibilities of each staff member involved in pay run, process flow diagram and process flow 
steps of both processes.  

Opportunity  

• There is an opportunity to increase the clarity of roles, responsibilities and expectations of Payroll team 
members. 

Recommendation 

It is recommended that management: 

1. Document the roles, responsibilities, expectations of each staff member involved in the Emplive and 
Fortnightly pay runs, in addition to the respective process flows and steps. 
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Measure of Consequence Table 

A consequence is the outcome of an event that influences objectives. A single event can generate a range of 
consequences which can have both positive and negative effects. The below is the City’s Measure of 
Consequence Table: 
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Measure of Likelihood Table 

Likelihood is the chance that an event might happen and is impacted by the things we already do and have in 
place to minimise those chances. The below is the City’s Measure of Likelihood Table 

 

Risk Evaluation Matrix 

A Risk Matrix is a tool that is used during the assessment process to combine the impact of the risk 
(consequence table) and the likelihood of it happening (likelihood table) to determine a risk rating or level. 
The point on the matrix where the impact and likelihood cross, equals the risk rating of that situation. 

 

Risk Acceptance 

The City will accept a risk (no further action required) if it meets a set of criteria, based on the overall risk 
rating. The table below identifies the criteria for the risk to be accepted. Should the risk fall outside the 
acceptance criteria, it is required that treatments are implemented within the timeframe identified below. 
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The table below outlines the data analytics routines that were performed as part of the internal audit and a summary of 
the results of those routines. These results were used to inform further audit procedures (e.g. targeted process 
walkthroughs, stakeholder consultations and sample testing), performed on a risk basis as described in the comments 
column, and do not indicate a specific risk or control deficiency unless otherwise noted in the findings section of this 
report.  

Routines tested Population 
# of 

potential 
exception 

% of 
potential 
exception 

Comments 

1 Employees with missing or invalid 
employee details (e.g. employee ID, 
name, address, superannuation details, 
bank etc.) 

803 2 0.25% 

The two instances were reviewed, and we found 
that the staff had been hired recently (3 May 
2021, which is after our audit/data period end 
date of 30 April 2021 ) and some details were yet 
to be added to the system – no issues noted.    

2 Employees with same first and surname 803 0 0% No further action taken. 

3 Employees with same bank account 803 2 0.25% 

The two instances were reviewed, and we found 
that the two individuals were partners (shared 
surname) and had a shared bank account – no 
issues noted.   

4 Employees with start date after their 
first pay run date 

803 7 0.87% 

Three samples were reviewed and we found 
that the employees had changed contract and 
were already employed by CoP prior to the start 
date of their current contract – no issues noted.  

5 Employees receiving payslips in more 
than two pay periods after termination 

803 2 0.25% 

The two instances were reviewed, and we found 
that (based on the information provided) 
payments were valid and accurate – no issues 
noted.   

6 Employees marked as active after 
termination 

803 0 0% No further action taken. 

7 Payslip issued to inactive employees or 
employees not on employee master data 
listing 

803 4 0.5% 
Three samples were reviewed, and we found 
that a settlement was agreed (and paid) after 
the employees leave date – no issues noted.   

8 Employees on multiple pay cycles 232,339 30 0.01% 
Three samples were reviewed, and we found all 
employees were moved from the Emplive to the 
Termination pay run due to system changes. 
Follow up found that (based on the information 
provided) payments were accurate and valid – 
no issues noted.  

9 Employees on multiple pay cycles 
(Detail) 

232,339 53,531 23.04% 

10 Employees with more than one payslip 
for the same pay period 

232,339 36,147 15.56% 

Six samples were reviewed and we found that 
staff was included in both the Emplive and 
Standard Fortnightly pay runs due to late 
adjustments made to their timesheets. Follow 
up found that (based on the information 
provided) payments were accurate and valid – 
no issues noted.  

11 Wage employees who have had >10% 
increase in pay with no increase in hours 
worked 

803 0 0% No further action taken  

12 Wage employees who have had a 
decrease in hours worked with no 
decrease in pay by pay run 

803 0 0% No further action taken  

13 Employees with a >25% increase in the 
base rate from one pay slip to the next 
(wage employees) 

803 0 0% No further action taken  

14 Employees with an increase in the base 
rate from one pay slip to the next (salary 
employees) 

232,339 1,202 0.52% 

Three samples were reviewed, and we found 
that (based on the information provided) the 
payments were valid and accurate. Negative 
hours were also identified in the data, which 
were related to an overpayment adjustment. 
Management noted that the majority of the 
results are false positives due to the way in 
which the payroll system rounds hours which 
are used to calculate the base rates. – no issues 
noted.   

15 Employees with an increase in the base 
rate from one pay slip to the next (salary 
employees) – Detail 

232,339 7,090 3.05% 

16 Employees only present in a single pay 
run 

803 5 0.62% 
The five instances were reviewed, and we found 
these were due to timing errors with the audit 
period (i.e. the employee left CoP during the 
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Routines tested Population 
# of 

potential 
exception 

% of 
potential 
exception 

Comments 

first week of out audit period and therefore was 
only present in a single pay run_ - no issues 
noted.  

17 Employees with overtime in more than 
90% of payslips 

803 39 4.86% 
39 waste management employees identified 
with overtime in more than 90% of payslips. 
Follow up identified that this relates to a 
deliberate decision by management in relation 
to the organisation and allocation of waste 
management work. 

18 Employees with overtime in more than 
90% of payslips (detail) 

232,339 13,968 6.01% 

19 Users changing own hourly rate (or 
'entitlement amount') 

2,929,945 95 0% 

The whole population was reviewed, and we 
found that all changes were performed by either 
Payroll team members or super users (note: refer 
to section 8.4 in relation to the low risk rated 
finding regarding changes made by super users) – 
no issues noted.  

20 Employee records with multiple bank 
account related same day changes 

2,929,944 158 0.01% 

The whole population was reviewed, and we 
found that all changes were performed by the 
employee via the self-service portal and were 
therefore valid – no issues noted.  

21 Ad Hoc super users’ changes listing for 
selected super users 

2,929,946 2,305 0.08% 

Three samples were reviewed and we found all 
changes appeared to have been performed 
based on authorised/known system changes 
(note: refer to section 8.4 in relation to the low 
risk rated finding regarding changes made by 
super users) – no issues noted. 

22 Employees with no annual leave taken 803 159 19.80% 

We were not able to extract leave balance data 
for each employee, so we were not able to 
determine if there were material issues.  
Refer to the low rated finding noted in section 8.2 
of this report.   
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EXECUTIVE SUMMARY 

Introduction 

The City is required by the Transport for NSW Authority to have a review undertaken each financial year 

by 30 June with respect to its compliance with the DRIVES24 Terms of Access Agreement.  

Objective 

The objective of this audit was to ascertain whether the City complies with the requirements of the 

DRIVES24 Terms of Access Agreement. 

Findings 

Strengths noted 

▪ Controls related to parking compliance this this Agreement are generally well designed and operating 
effectively. 

Areas for improvement 

▪ No areas for improvement were noted. 

Conclusion 

The City’s controls in place to support compliance with the DRIVES24 Terms of Access Agreement for the 
year ended 30 June 2021 are effective. 
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Confidentiality 

The findings of this review are confidential where matters identified in the report fall under section 5.23(2) of the Local 
Government Act 1995. Where this is the case, the final report will not be distributed to any party other than the City of Perth and 
persons/agencies authorised by the Chief Executive Officer.  

Inherent Limitations 

The services provided in connection with this engagement comprise an advisory engagement which is not subject to assurance 
or other standards issued by the Australian Auditing and Assurance Standards Board and consequently no conclusions intended 
to convey assurance will be expressed.  

Due to the inherent limitations of any control structure, it is possible that fraud, error or non-compliance with laws and 
regulations may occur and not be detected. Further the internal control structure within which the control procedures that are 
to be subject to the internal audit will not be reviewed in their entirety and therefore no opinion or view will be expressed as to 
the effectiveness of the broader control structure.  

The procedures to be performed are not designed to detect all weakness in the control framework as they are performed on a 
sample basis only.  
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1 Introduction 

As part of the delivery of internal audits in 2020-21 at the City of Perth, an internal audit Compliance with 
NSW DRIVES24 Agreement was conducted. 

2 Background 

The City is required by the Transport for NSW Authority to have a review undertaken each financial year 
by 30 June with respect to its compliance with the DRIVES24 Terms of Access Agreement.  

Failure to carry out this audit by the due date may result in access to vehicle registration detail 
information being suspended by the relevant government authority which in turn affects the ability of 
the City to enforce and collect revenue from parking infringements incurred by NSW vehicle 
owners/drivers. 

Parking infringements are managed by the Infringement Support Services team within the Parking 
Services Unit. Approximately 150 searches are conducted each year. 

3 Objectives 

The objective of this audit was to ascertain whether the City complies with the requirements of the 

DRIVES24 Terms of Access Agreement. 

4 Scope 

The scope of the audit covered the period 1 July 2020 to 31 May 2021. We reviewed the City’s processes 
to comply with the requirements of the DRIVES24 Terms of Access Agreement. The audit addressed the 
compliance requirements as follows: 

▪ Security arrangements for the equipment, systems and networks used by it to access DRIVES24 and 
to use DRIVES information are adequate; and 

▪ Nominated Authorised User’s access to DRIVES24 and DRIVES information complies with Transport 
for NSW requirements. 

5 Approach 

The approach adopted for this internal audit was as follows: 

▪ Consideration of relevant policies, procedures and agreements and discussion with management and 
staff responsible for the relevant scope areas. 

▪ Consideration of controls and determining whether these ensure the processes covered by the scope 
of the review are managed in a controlled and structured way. 

▪ Analyses of a sample of access attempts to ensure controls have been applied consistently and are 
effective.  

▪ Identification of any control weaknesses, discrepancies or deviations from policy, procedure or 
agreement and discussing these with relevant staff members. 

▪ Provision of an audit report in the format required by Transport for NSW. 

▪ Development of a report identifying any weaknesses or issues and making relevant recommendations 
on the areas under the scope of our engagement.  

6 Positive Findings 

▪ The City was deemed to be compliant with the requirements of the DRIVES24 Terms of Access 
Agreement. 
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7 Risk Assessment 

The following table includes a comparison of the preliminary risks assessed by internal audit during the 

planning phase and the final assessment.  

 

The internal audit found that: 

▪ Controls related to parking compliance with external agreements were generally well designed and 
operating effectively, which is reflected in the low residual risk ratings assigned in the table above.  

▪ Controls related to ICT Security were effective in relation to this Agreement, however the inherent 
risk in this area must be considered when addressing overall risk. 

 

Risk Reference Tables are included at Appendix I. 

8 Areas for Improvement 

No areas for improvement were noted. 

 

Ref 
No. 

Risk Description 
Preliminary 

Risk 
Assessment 

Final Internal 
Audit Control 

Rating 

Final Internal 
Audit Risk 

Assessment 

1 Parking compliance Medium Effective Low 

2 ICT Security Medium Adequate Medium 
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Appendix 1: Risk Reference Tables 

Measure of Consequence Table: 

A consequence is the outcome of an event that influences objectives. A single event can generate a range of 
consequences which can have both positive and negative effects. The below is the City’s Measure of 
Consequence Table: 

 

  



Appendix I - Risk Reference Tables (Cont.) 

 

5 

Measure of Likelihood Table:  

Likelihood is the chance that an event might happen and is impacted by the things we already do and have in 
place to minimise those chances. The below is the City’s Measure of Likelihood Table 

 

Risk Evaluation Matrix:  

A Risk Matrix is a tool that is used during the assessment process to combine the impact of the risk 
(consequence table) and the likelihood of it happening (likelihood table) to determine a risk rating or level. 
The point on the matrix where the impact and likelihood cross, equals the risk rating of that situation. 

 

Risk Acceptance 

The City will accept a risk (no further action required) if it meets a set of criteria, based on the overall risk 
rating. The table below identifies the criteria for the risk to be accepted. Should the risk fall outside the 
acceptance criteria, it is required that treatments are implemented within the timeframe identified below. 

 



Internal Audit Report 

Compliance with VicRoads Confidentiality Agreement 

July 2021 

Internal Audit Report prepared by 

Name Position Signature Date 

Bronwyn Rose Internal Audit & Risk Manager 

Internal Audit Report endorsed by 

Name Position Signature Date 

Allan Mason General Manager, Infrastructure and  
Operations 

Michelle Reynolds Chief Executive Officer 

Attachment 16.3C



 

Internal Audit Report – Compliance with VicRoads Confidentiality Agreement: July 2021 

 

i 

EXECUTIVE SUMMARY 

Introduction 

The City is required by the Roads Corporation (VicRoads) to have a review undertaken each financial year 
by 30 June with respect to its compliance with the Confidentiality Agreement. 

Objective 

The objective of this audit was to ascertain whether the City complies with the requirements of the 

VicRoads Confidentiality Agreement. 

Findings 

Strengths noted 

▪ Controls related to parking compliance this this Agreement are generally well designed and operating 
effectively. 

Areas for improvement 

▪ No areas for improvement were noted. 

Conclusion 

The City’s controls in place to support compliance with the VicRoads Confidentiality Agreement for the 
year ended 30 June 2021 are effective. 
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Confidentiality 

The findings of this review are confidential where matters identified in the report fall under section 5.23(2) of the Local 
Government Act 1995. Where this is the case, the final report will not be distributed to any party other than the City of Perth and 
persons/agencies authorised by the Chief Executive Officer.  

Inherent Limitations 

The services provided in connection with this engagement comprise an advisory engagement which is not subject to assurance 
or other standards issued by the Australian Auditing and Assurance Standards Board and consequently no conclusions intended 
to convey assurance will be expressed.  

Due to the inherent limitations of any control structure, it is possible that fraud, error or non-compliance with laws and 
regulations may occur and not be detected. Further the internal control structure within which the control procedures that are 
to be subject to the internal audit will not be reviewed in their entirety and therefore no opinion or view will be expressed as to 
the effectiveness of the broader control structure.  

The procedures to be performed are not designed to detect all weakness in the control framework as they are performed on a 
sample basis only.  
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1 Introduction 

As part of the delivery of internal audits in 2020-21 at the City of Perth, an internal audit Compliance with 
NSW DRIVES24 Agreement was conducted. 

2 Background 

The City is required by the Roads Corporation (VicRoads) to have a review undertaken each financial year 
by 30 June with respect to its compliance with the Confidentiality Agreement.  

Failure to carry out this audit by the due date may result in access to vehicle registration detail 
information being suspended by the relevant government authority which in turn affects the ability of 
the City to enforce and collect revenue from parking infringements incurred by Victorian vehicle 
owners/drivers. 

Parking infringements are managed by the Infringement Support Services team within the Parking 
Services Unit. Approximately 150 searches are conducted each year. 

3 Objectives 

The objective of this audit was to ascertain whether the City complies with the requirements of the 

VicRoads Confidentiality Agreement. 

4 Scope 

The scope of the audit covered the period 1 July 2020 to 30 June 2021. We reviewed the City’s processes 
to comply with the requirements of the VicRoads Confidentiality Agreement. The audit addressed the 
compliance requirements as follows: 

▪ Privacy and data security arrangements, breach management processes, working from home data 
controls and controls over subcontractor access in relation to the VicRoads system and use of 
VicRoads information are adequate; and 

▪ Nominated Authorised User’s access to VicRoads system and information complies with VicRoads 
requirements. 

5 Approach 

The approach adopted for this internal audit was as follows: 

▪ Consideration of relevant policies, procedures and agreements and discussion with management and 
staff responsible for the relevant scope areas. 

▪ Consideration of controls and determining whether these ensure the processes covered by the scope 
of the review are managed in a controlled and structured way. 

▪ Analyses of a sample of access attempts to ensure controls have been applied consistently and are 
effective.  

▪ Identification of any control weaknesses, discrepancies or deviations from policy, procedure or 
agreement and discussing these with relevant staff members. 

▪ Provision of an audit report in the format required by VicRoads. 

▪ Development of a report identifying any weaknesses or issues and making relevant recommendations 
on the areas under the scope of our engagement.  

6 Positive Findings 

▪ The City was deemed to be compliant with the requirements of the VicRoads Confidentiality 
Agreement. 
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7 Risk Assessment 

The following table includes a comparison of the preliminary risks assessed by internal audit during the 

planning phase and the final assessment.  

 

The internal audit found that: 

▪ Controls related to parking compliance with external agreements were generally well designed and 
operating effectively, which is reflected in the low residual risk ratings assigned in the table above.  

▪ Controls related to ICT Security were effective in relation to this Agreement, however the inherent 
risk in this area must be considered when addressing overall risk. 

Risk Reference Tables are included at Appendix I. 

8 Areas for Improvement 

No areas for improvement were noted. 

 

Ref 
No. 

Risk Description 
Preliminary 

Risk 
Assessment 

Final Internal 
Audit Control 

Rating 

Final Internal 
Audit Risk 

Assessment 

1 Parking compliance Medium Effective Low 

2 ICT Security Medium Adequate Medium 
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Appendix 1: Risk Reference Tables 

Measure of Consequence Table: 

A consequence is the outcome of an event that influences objectives. A single event can generate a range of 
consequences which can have both positive and negative effects. The below is the City’s Measure of 
Consequence Table: 
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Measure of Likelihood Table:  

Likelihood is the chance that an event might happen and is impacted by the things we already do and have in 
place to minimise those chances. The below is the City’s Measure of Likelihood Table 

 

Risk Evaluation Matrix:  

A Risk Matrix is a tool that is used during the assessment process to combine the impact of the risk 
(consequence table) and the likelihood of it happening (likelihood table) to determine a risk rating or level. 
The point on the matrix where the impact and likelihood cross, equals the risk rating of that situation. 

 

Risk Acceptance 

The City will accept a risk (no further action required) if it meets a set of criteria, based on the overall risk 
rating. The table below identifies the criteria for the risk to be accepted. Should the risk fall outside the 
acceptance criteria, it is required that treatments are implemented within the timeframe identified below. 
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EXECUTIVE SUMMARY 

Introduction 

The Owner and Occupiers Roll is an Electoral Roll for local government election where people who own 
or occupy property within a local government district and are enrolled to vote at another address, can 
apply to their local government to be included on the roll as an owner or occupier. The City of Perth (City) 
is responsible for the Owners and Occupiers Electoral Roll (“Owners and Occupiers Roll”) and is required 
to maintain a robust control framework to manage processes relating to this function.  

Objective 

The objective of this audit was to consider and report on the design and operating effectiveness of the 
processes and controls regarding the management of the owners and occupiers roll so as to determine 
whether these are fit-for-purpose.  

Findings 

Strengths noted 

Overall, progress has been made by the City since the Inquiry with regard to increasing the rigour in the 
processes followed. Further, there is a clear focus on continuous improvement and an understanding of 
the need for discipline in this key area. Where required, external support and advice has been sought to 
good effect. 

Areas for Improvement 

Four high and one medium risk areas for improvement were identified during the review.  

Number of Internal Audit Recommendations 

Extreme High Medium Low 

- 4 1 - 

 

The areas for improvement noted are as follows: 

▪ Lack of clearly defined Processes and Frameworks for the management of the Owners and Occupiers 
Roll; 

▪ High volume of last-minute roll applications may not be able to be effectively managed due to 
resource constraints and limited forward planning;  

▪ Limited liaison with the Western Australia Electoral Commission;  

▪ Pathway system controls pertaining to the Owners and Occupiers Roll require greater rigour; and  

▪ Lack of structured training to facilitate the application process and management of the Owners 
and Occupiers Roll   
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Conclusion 

There are several future focused activities underway to improve the overall design and operating 
effectiveness of the processes and controls regarding the management of the Owners and Occupiers 
Roll, some of which are covered in our recommendations. Given the key learnings identified and 
challenges that the City has overcome since the last election, we note that there is a strong commitment 
displayed to improve the internal processes, provide greater education to staff, enhance the City’s liaison 
with the WAEC, and  provide greater resourcing during the election to better manage the typically large 
influx of last-minute applications. These improvements, captured in the recommendations within this 
report, will ensure greater guidance is given in relation to the management of the Owners and Occupiers 
Roll, resulting in staff feeling more supported and accountable for their actions and a better overall 
outcome from the management of the Owners and Occupiers Roll. 
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Confidentiality 

The findings of this review are confidential. The final report, along with soft and hard copies of all associated working papers 
will not be distributed to any party other than the City of Perth and persons/agencies authorised by the Chief Executive Officer.  

Inherent Limitations 

The services provided in connection with this engagement comprise an advisory engagement which is not subject to assurance 
or other standards issued by the Australian Auditing and Assurance Standards Board and consequently no conclusions intended 
to convey assurance will be expressed.  

Due to the inherent limitations of any control structure, it is possible that fraud, error or non-compliance with laws and 
regulations may occur and not be detected. Further the internal control structure within which the control procedures that are 
to be subject to the internal audit will not be reviewed in their entirety and therefore no opinion or view will be expressed as to 
the effectiveness of the broader control structure.  

The procedures to be performed are not designed to detect all weakness in the control framework as they are performed on a 
sample basis only.  

No warranty of completeness, accuracy or reliability can be given in relation to the statements and representations made by, 
and the information and documentation provided by the City of Perth management or personnel. We shall seek to 
independently verify those sources unless otherwise noted within the report.  
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1 Introduction and background 

There are two types of electors eligible to vote in elections for Council: 

1) People who are enrolled in elections in the WA Legislative Assembly in relation to a property in 
the City, who are on the “resident’s roll”; and 

2) People who do not meet the criteria above but who “own or occupy” rateable property within the 
City, who are eligible to be included on the “owners and occupiers roll” maintained by the City. 

Whilst within the City of Perth it is ultimately the City CEO who determines whether people are eligible 
to be included on the owners and occupiers roll (applying the guidance criteria within  the Local 
Government Act 1995 to determine eligibility) , applicants have the right under the Act to appeal to the 
WAEC who are empowered to overturn eligibility decisions without needing to provide a reason 

The Inquiry into the City of Perth identified a number of findings and hence recommendations regarding 
the management of, and processes regarding, the owners and occupiers roll. To this end, an audit of the 
roll and the processes was conducted internally during 2020 with actions taken to address findings 
therefrom.  

With elections once again occurring in October 2021, management wish for Internal Audit to confirm 
that the processes regarding assessing eligibility for inclusion within the owners and occupiers roll are 
fit-for-purpose. 

2 Objectives 

The objective of the audit was to consider and report on the design and operating effectiveness of the 

processes and controls regarding the management of the owners and occupiers roll so as to determine 

whether these were fit-for-purpose. 

3 Scope 

The scope of the audit considered the design and operating effectiveness of the processes and controls 
pertaining to: 

▪ Assessing applications by individuals seeking to be included on the owners and occupiers roll; 

▪ Ongoing management of the owners and occupiers roll; 

▪ Release of information concerning the owners and occupiers roll to parties including Council 
Members; and  

▪ Liaison with WAEC.  

4 Approach 

The approach adopted for this internal audit was as follows: 

▪ Consideration of relevant policies, procedures and legislation and discussion with management and 
staff responsible for the relevant scope areas. 

▪ Identification of control weaknesses through analysis by internal audit. 

▪ Identification of any discrepancies or deviations from policy, procedure or legislation. 

▪ Discussion on control weaknesses, deviations from policy with relevant staff members. 

▪ Development of a report identifying any weaknesses or issues and making relevant 
recommendations on the areas under the scope of our engagement.  
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5 Stakeholder Consultations  

Management and staff consulted as part of this review included: 

▪ Siobhan Rippington (Acting Alliance Manager Governance)  

▪ Sophie Morrison (Senior Policy and Research Officer)  

▪ Liam O’Neill (Project Officer)  

▪ Laura Playle (Human Resources Projects Officer)  

▪ Brian Cork (Business Systems Administrator – ICT Services)  

6 Positive Findings 

We identified the following areas of good practice during our review:  

▪ There is a strong understanding within the City regarding the potential risks that exist in relation to 

the management of the Owners and Occupiers Roll, their potential impacts, and improvements that 

can be made to better manage and mitigate these risks;   

▪ Work instructions have been formalised and implemented to assist in managing the Owners and 

Occupiers Roll within the Pathway system;  

▪ The City sought independent legal advice on complex enrolment eligibility claims relating to leases 

from an independent Law Firm; and 

▪ The City solicited an independent Law Firm to develop a comprehensive ‘Lease Assessment 

Checklist’ to assist assessors in determining if a lease is both valid and enforceable. Training was also 

provided by the Law firm on the assessment of leases.  

7 Risk Assessment 

The following table includes a comparison of the preliminary risks assessed by internal audit during the 
planning phase and the final assessment, including commentary where a difference exists. 

Ref No. Risk Description 
Preliminary 

Control Rating 

Preliminary 

Risk 
Assessment 

Final Internal Audit 
Control Rating 

Final Internal 
Audit 

Risk Assessment 

1 
Inadequate systems (ID: 0302) Inadequate  Medium Inadequate High  

2 
Inadequate electoral processes 

including checking of eligibility 

requirements (ID: 0303) 

Adequate  Medium Inadequate High  

3 Inadequate staff training (ID: 

0304) 

Adequate  Medium Inadequate Medium   
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Ref No. Risk Description 
Preliminary 

Control Rating 

Preliminary 

Risk 
Assessment 

Final Internal Audit 
Control Rating 

Final Internal 
Audit 

Risk Assessment 

4 High volume of last-minute roll 

applications (ID: 0305)  

Adequate  Medium Inadequate High  

During our review, we have identified gaps in the City’s processes which effect the City’s ability to 

efficiently and effectively manage the Owners and Occupiers Roll. Robust processes need to be further 

developed and implemented to assist in the mitigation of these risks given the importance of this process 

to the City. 

8 Areas for Improvement 

Areas for Improvement were identified during this review. These are documented in detail from section 

8.1 to 8.5 of the report.   
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8.1 Lack of clearly defined Processes and Frameworks for the management of the Owners and 
Occupiers Roll  

Risk 

Identified Risk Consequence Likelihood Risk Rating Risk 
Acceptance 
Timeframe 

Inadequate electoral processes including 
checking of eligibility requirements (ID: 0303) 

4 4 High  2 months*  

* Note: the risk acceptance timeframe as per the Risk Management Framework is 9 months, however given the proximity of 
the upcoming election, a shorter timeframe has been stipulated 

Issue 

There are a lack of internal policies and procedures to assist existing and new staff with their roles 
pertaining to the management of the Owners and Occupiers Roll. We note that whilst there are 
comprehensive system-based work instructions that have been formally developed and implemented, 
these do not assist staff in navigating the nuances and intricacies of the Act when determining key 
decisions (i.e. an applicant’s eligibility).  Further, the system-based work instructions do not provide 
guidance on the interpretation of key terms within the act (i.e. schedule 9.3) and the evidence required 
to prove eligibility. They also do not extend to rules regarding system access, managing silent electors 
and removing electors from the roll.  

The City has no compliance or enforcement framework for the management of the Owners and 
Occupiers Roll. Hence, staff may not be aware of the risk and consequence associated with releasing the 
Owners and Occupiers Roll to parties including Council members prior to submission to the WAEC for 
finalisation.  

Through consultation with stakeholders and review of key documentation we note that roles and 
responsibilities for the Electoral roll process have not been defined or embedded.  We note that there is 
a Delegated Authority Register for 2020/2021 for the Electoral Roll Eligibility Claims and Electoral Roll, 
however this document doesn’t specially define the roles and responsibilities specific to the 
management of the Owners and Occupiers Roll (i.e. definition of ‘assessor’ and ‘approver’ and the 
individual responsible for performing these duties).  

Implication 

• In the absence of clearly defined Processes and Frameworks for the management of the Owners and 
Occupiers Roll, staff may not have the knowledge and understanding of the criteria to be compliant 
with the Act when assessing and approving applications for the Owners and Occupiers Roll.  

• In the absence of an escalation framework, staff lack the understanding and clarity regarding follow-
ups, warnings, investigations. or potential prosecutions in accordance with the Act.  

• In the absence of clearly articulated roles and responsibilities throughout the Electoral process, there 
is potential for a lack ownership, accountability, and segregation of duties throughout the City’s 
Governance team.   

Recommendation 

1. Develop and implement an Owners and Occupiers Roll Framework for the enforcement of 
compliance with the Act. This should include education for the Electoral team on the developed 
framework and workflows for practical implementation of the framework, such as, decision trees, 
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standard wording on requests for additional information for applications, and escalation processes 
for non-compliance to the Act.  

2. Develop a defined Owners and Occupiers workflow process and calendar which includes the 
following:  

•  a clear outline of the Electoral process;  

• defined roles and responsibilities for all members of the Electoral team and other teams as 
required (i.e. Legal counsel, IT); 

•  required timelines and sign offs; 

• follow up activities and publication calendar; and  

• Clear escalation points for staff to voice questions or concerns to their respective Manager. 

 The workflow and calendar should be defined for the upcoming 2021 Election to ensure the team can 
be strategic and forward looking, rather than reactive.  

3. Develop and implenment policies and procedures for the Owners and Occupiers Electoral Roll in 
accordance with the Act. These should be tailored for the Act’s requirements, processes, and 
workflows. The policies and procedures should include documentation of key Electoral decisions 
such as the interpretation of ‘eligibility’ and defined examples, compliance checks, and evidence 
required on this matter.  

Management Comment 

New risk mitigation measures were quickly introduced to address the findings and recommendations 
detailed in the Report of the Inquiry into the City of Perth. The measures targeted high risks to the 
integrity of the electoral roll. External solicitors were engaged to train staff and create a lease assessment 
checklist. Appropriately qualified senior staff (Alliance Manager Governance, Governance Coordinators 
and the City’s Paralegal) were the only officers with delegated authority to make decisions related to the 
electoral roll. The work of temporary staff was reviewed by officers with delegated authority before a 
decision on the outcome of an enrolment application was made. It is acknowledged that the processes 
and procedures rapidly introduced in August 2020 were not formally documented; however, this has now 
been rectified.     

Enrolment guidelines have been developed for all officers involved in the processing of enrolment 
eligibility claims. The guidelines include: 

- Detailed information on each specific eligibility check required, based upon the type of enrolment 
claim made. 

- The roles and responsibilities of each person in the enrolment process (entry officer, assessing 
officer, decision maker, finalising officer, technical support, legal support).  

- Process maps  

- Standardised wording for requests for further information and reasons for claims being rejected. 

- Escalation points 

All relevant staff will be provided training on their respective roles and responsibilities, as part of the 
implementation of the guidelines. 
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A project plan has been developed which outlines the timelines and escalation of resourcing to 
successfully deliver the 2021 election. The project plan will be reviewed post-election and used for future 
elections. 

For inclusion in the Internal Audit Log 

The following action has been agreed by management for inclusion in the Internal Audit Log. 

# Risk Issue Action agreed by Management Action Owner Target Date 

1 High Lack of clearly defined Processes, 
Frameworks and roles and 
responsibilities for the management 
of the Owners and Occupiers Roll, 
decisions regarding the owners and 
occupiers role may not be compliant 
with the Act. 

a. Develop and implement an 
Owners and Occupiers Roll 
Framework for the 
enforcement of compliance 
with the Act.  

b. Develop a defined Owners and 
Occupiers workflow process 
and calendar. 

c. Develop and implement 
policies and procedures for the 
Owners and Occupiers 
Electoral Roll in accordance 
with the Act. 

Alliance 
Manager 
Governance 

August 2021 
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8.2 High volume of last-minute roll applications may not be able to be effectively managed 
due to resource constraints and limited forward planning  

Risk 

Identified Risk Consequence Likelihood Risk Rating Risk Acceptance 
Timeframe 

High volume of last-minute roll applications (ID: 
0305) 

4 4 High  2 months  

* Note: the risk acceptance timeframe as per the Risk Management Framework is 9 months, however given the proximity of 
the upcoming election, a shorter timeframe has been stipulated 

Issue 

Resourcing for the upcoming election has not been formalised and a project plan has not been   
developed in preparation for the high influx of last-minute applications that is typically experienced.  

We note that the applications for the Owners and Electoral roll closes on Friday, 27 August 2021 at 5 pm. 
The City has approximately two weeks from this date to submit the final Owners and Occupiers Roll to 
the WAEC. Feedback from process stakeholders highlighted that the last election saw over 80% of 
applications received in the final week prior to the roll cut-off. During this time, the City was apparently 
inadequately resourced to deal with the last-minute influx of roll applications and staff were working 
weekends in order to submit the Owners and Occupiers Roll to the WAEC prior to the deadline.  

Lessons learned from the last election highlights the need for the City to strategically plan in order to 
achieve an efficient and accurate election process. We noted through consultation with stakeholders 
that resourcing for the upcoming election has not been formalised and there is no project plan or timeline 
in place to mitigate the risk of last-minute applications not being effectively managed and processed in 
accordance with the Act.  

We note that the comments regarding under-resourcing should be considered in conjunction with the 
ability to implement and upskill the team on effectively assessing and approving applications for the 
Owners and Occupiers Roll in a high-pressure environment.  

Implication 

• Applications are inconsistently and/or incorrectly assessed resulting in errors and potentially non-
compliance with the Act. 

• Staff feel unsupported and there is a lack of empowerment and accountability resulting in a risk to 
well-being and potentially increasing staff turnover. 

Recommendation 

1. Develop and formalise a Project Plan which clearly articulates an approach for resourcing as well as 
roles and responsibilities for the upcoming election. Within the articulation of resourcing, consider 
whether a “leave ban” is necessary during the period in which applications will be assessed and 
approved. 

2. Once the Project Plan is formalised and approved, develop a roll-out communication strategy and 
plan to facilitate communication with all relevant staff prior to the commencement of the electoral 
process.  
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Management Comment 

An Election Coordinator has been employed, effective from July 1 until October 31. A resourcing plan has 
been developed including resource scaling based on application numbers. A three week leave ban for 
Governance staff has been implemented from Monday 23 August to Friday 10 September 2021. A 
Communications Plan has been developed to encourage early enrolment.  

For inclusion in the Internal Audit Log 

The following action has been agreed by management for inclusion in the Internal Audit Log. 

# Risk Issue Action agreed by Management Action Owner Target Date 

2 High Resourcing for the upcoming election 
has not been formalised and a project 
plan has not been   developed in 
preparation for the high influx of last-
minute applications that is typically 
experienced 

a. Develop and formalise a 
Project Plan which clearly 
articulates an approach for 
resourcing as well as roles and 
responsibilities for the 
upcoming election. 

b. Develop a roll-out 
communication strategy and 
plan to facilitate 
communication with all 
relevant staff prior to the 
commencement of the 
electoral process. 

Alliance 
Manager 
Governance 

August 2021 
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8.3 Limited liaison with the Western Australia Electoral Commission  

Risk 

Identified Risk Consequence Likelihood Risk Rating Risk Acceptance 
Timeframe 

Inadequate electoral processes including checking of 
eligibility requirements (ID: 0303) 

4 4 High 2 months  

* Note: the risk acceptance timeframe as per the Risk Management Framework is 9 months, however given the proximity of 
the upcoming election, a shorter timeframe has been stipulated 

Issue 

Included in the Western Australia Electoral Commission’s (WAEC) provision of services is conducting 
local government elections and promoting community awareness of the electoral process. However, we 
noted that communication between the WAEC and the City has been largely ineffective in understanding 
why applications are overturned and the complaints handling process. 

We noted the following observations through stakeholder consultations and document review: 

• Roles and responsibilities between the City and the WAEC have not been established in a Service 
Level Agreement. As per the ‘Inquiry into the City of Perth Recommendation Implementation 
Plan’, the City liaised with the WAEC regarding a Service Level Agreement during the October 
2020 Local Government Election. A draft Service Level Agreement was drafted by the City and 
sent to the WAEC for review, however the two bodies were unable to agree on two points:  

1. The City requested all the WAEC’s reasons for rejection and vice versa; and  

2. The WAEC requested the City to exhaust all avenues prior to rejecting an individual. 

• Communication with the WAEC is currently reactive, and not proactively strategic. At the time 
of our audit, we were advised that no communications had been provided to the City regarding 
overturned applications in the last election. 

• There has been a lack of educational interaction with the WAEC, such as workshops, case 
studies, webinars, and worked examples to assist in streamlining the Electoral Roll process. 
Aligned to this, the WAEC has not been engaged to provide adequate training to the City’s staff 
assisting with the 2021 local government elections commensurate with their roles and 
responsibilities.  

Implication 

Reasons for the WAEC overturning the City’s determinations are not being sought such that they may 
be learnt from to both improve the processes in place and to better understand the WAEC view.  

Recommendation 

1. Ahead of the 2021 election, the City work with the WAEC to put in place a Service Level Agreement 
wherein all terms are agreed upon. As part of the Service Level Agreement, confirm the 
responsibility of the WAEC to communicate the reasoning for overturned application outcomes so 
the City can implement these lessons into their Electoral Framework. 

2. Develop templates and standardised rejection reasons to provide the WAEC during the Electoral 
process.  
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3. Implement a lessons learned register to capture, share, and apply WAEC feedback for future 
elections.  

Management Comment 

The City has now met multiple times with the WAEC (including meetings with the Deputy Electoral 

Commissioner and the Director Enrolment and Community Education). The meetings have been 

productive in redefining the City’s relationship with the WAEC. Both parties are currently negotiating a 

service level agreement for the upcoming election. 

The enrolment guidelines set out standardised reasons for each enrolment eligibility claim that is 

rejected. The reasons will ensure more comprehensive responses are provided to applicants and the 

WAEC. 

At this stage the WAEC has yet to provide reasons for overturning the City’s decisions. Once provided    

the information will be incorporated into a register, to capture lessons learned. 

For inclusion in the Internal Audit Log 

The following action has been agreed by management for inclusion in the Internal Audit Log. 

# Risk Issue Action agreed by Management Action Owner Target Date 

3 High Communication between the WAEC 
and the City has been largely 
ineffective in understanding why 
applications are overturned and the 
complaints handling process. 

a. Ahead of the 2021 election, 
the City work with the WAEC 
to put in place a Service Level 
Agreement wherein all terms 
are agreed upon. 

b. Develop templates and 
standardised rejection reasons 
to provide the WAEC during 
the Electoral process. 

c. Implement a lessons learned 
register to capture, share, and 
apply WAEC feedback for 
future elections. 

Alliance 
Manager 
Governance 

August 2021 
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8.4 Pathway system controls pertaining to the Owners and Occupiers Roll require greater rigour  

Risk 

Identified Risk Consequence Likelihood Risk Rating Risk Acceptance 
Timeframe 

Inadequate systems (ID: 0302) 4 4 High 2 months  

* Note: the risk acceptance timeframe as per the Risk Management Framework is 9 months, however given the proximity of 
the upcoming election, a shorter timeframe has been stipulated 

Issue 

Pathway is the City’s rates system and is utilised for storing applicant information and the Owners and 
Occupiers Roll. We noted the following observations in relation to the management of the Owners and 
Occupiers Roll within Pathway:  

• When considering the individuals with access to Pathways, it was noted that there are currently 
multiple users with Pathway Electoral Access across the ICT, Governance Records, and Strategy 
business units. The current team structure is not reflected in the user access granted in Pathways, 
that is, multiple staff members who have worked in the Governance team (permanently or on 
secondment to the team for prior elections) still have Owners and Occupiers Roll permission and edit 
access. Further, the only Governance Officer with processing permissions is currently not working 
within the Electoral Team. The individual who replaced the Governance Officer is currently on Long 
Service Leave and is not included in Electoral Roll processing permissions nor is their current 
replacement.  

• Segregation of duties have not been applied within Pathways and any Governance Officer can make 
changes to the roll without approval in the system being needed. 

• There is a single dependency risk in relation to managing the Owners and Occupiers Roll within 
Pathway as only one individual (Governance Officer) within the Governance team is across the 
nuances and complexities of the system. It was noted that despite this level of responsibility, this role 
is not listed in the Delegated Authority Register discussed in 8.1 earlier in this report. 

• We note that whilst work instructions for using Pathway are in place (as discussed in 8.1), it was 
observed that: 

• The following work instructions obtained are overdue for the stipulated annual review and 
update:  

- ‘Monthly Roll Audit’ (created in January 2019); 
-  ‘Updating Decisions / Removing Electors from Roll’ (created in July 2019); and 
- ‘Silent Electors on the Owner and Occupier Register and Roll’ (created in July 2019). 

• Pathway allows a roll to be generated whenever requested but does not have functionality to show 
the difference between a draft and a final roll which could result in version control issues. Further, 
without the ability to “lock” the final roll until the election is completed, changes may be made to the 
final roll which may not be detected based on the limitations in change management and monitoring 
controls noted above. 

Implication 

• The large volume of changes along with the number of individuals with editing access to the roll 
increases the risk of error or possibly election fraud occurring which may not be detected.  
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• Staff aren’t provided with accurate or up-to-date guidance on how processes are performed in 
relation to the management of the Owners and Occupiers Roll in the Pathway system. In turn, 
this could result in an inconsistent approach being adopted and ineligible electors being included 
on the Roll.   

• City staff may have inappropriate levels of access to the Owners and Occupiers Roll  

Recommendations 

1. In conjunction with the development of overarching processes (per 8.1) the work instructions should 
be checked for completeness and accuracy and updated accordingly. Thereafter the annual review 
dates should be adhered to and monitored by management. 

2. The Owners and Occupiers Roll information should only be available to appropriately authorised 
staff. User access to this information and user access controls in the Pathway system should be 
reviewed immediately and amended to required staff only with duties also being segregated so that 
only authorised individuals can change records. 

3. A backup for the Governance Officer should be identified and trained up to reduce key person 
dependency with regard to Pathway. 

4. System functionality to demonstrate when a roll is draft compared to final should be investigated. 
This would enable an extract of the roll to be shown as “draft” and watermarked as such until such 
time that the roll is final and “locked” for changes in the system. At this antime a final roll should be 
able to be produced. 

Management Comment 

The ‘Core Systems Consolidation’ report presented to 11 May 2021 Audit and Risk Committee, describes 
Pathway is a ‘problematic technology solution’ intended to be decommissioned and migrated to the 
TechnologyOne Enterprise Resources Planning (ERP) solution OneCouncil. The Governance Officer 
referred to is a former Business Systems Coordinator and Pathway Administrator. Members of the 
Governance team without an ICT background have consistently been unable to navigate the 
complexities of Pathway without assistance from ICT support staff. 

The enrolment guidelines will include updated work instructions, as well as a process map for ease of 

reference. User access will be reviewed and updated accordingly. 

Pathway produces electoral rolls in a spreadsheet.  In future the spreadsheet will be locked and only a 

PDF version will be available for others to use. 
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For inclusion in the Internal Audit Log 

The following action has been agreed by management for inclusion in the Internal Audit Log. 

# Risk Issue Action agreed by Management Action Owner Target Date 

4 High Governance risks arise with the 
current use of the Pathway system in 
relation to owners and occupiers, 
including: 

• Multiple users with ill-defined 
access levels 

• No segregation of duties or 
approval process within the 
system 

• single dependency risk 

• Lack of version control 
documentation on lists 
generated. 

• Work instructions overdue for 
review 

a. Work instructions should be 
checked for completeness and 
accuracy and updated 
accordingly. 

b. User access to this information 
and user access controls in the 
Pathway system should be 
reviewed immediately. 

c. A backup for the Governance 
Officer should be identified 
and trained up. 

d. System functionality to 
demonstrate when a roll is 
draft compared to final should 
be investigated. 

Alliance 
Manager 
Governance 

August 2021 
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8.5 Lack of structured training to facilitate the application process and management of the 
Owners and Occupiers Roll  

Risk 

Identified Risk Consequence Likelihood Risk Rating Risk Acceptance 
Timeframe 

Inadequate staff training (ID: 0304) 3 3 Medium  2 months  

* Note: the risk acceptance timeframe as per the Risk Management Framework is 12 months, however given the proximity of 
the upcoming election, a shorter timeframe has been stipulated 

Issue 

We note that whilst there have been informative slide decks prepared by the Governance Team in 
relation to the electoral process and the Owners and Occupiers Roll, this training was not formalised for 
presentation at training sessions for current staff and new starters.  

It was noted during stakeholder consultation that external temporary staff have been utilised for 
elections in the past due to the City’s resource constraints. Given that these individuals are new to the 
City with potentially no prior experience in elections, formal training is essential for the effective 
assessment of applications and the management of the Owners and Occupiers Roll. 

Further, it was noted that there are no formal training modules associated with the release of sensitive 
information and the potential implication this has for the City if this type of information was to be leaked. 
If temporary staff are going to be utilised in future elections, consideration needs to be given whether a 
Non-Disclosure Agreement should form part of their onboarding. 

Implication 

• Applications are incorrectly assessed. 

• Sensitive information may be released inappropriately to Councillors, City staff, or the general 
public. 

• Inefficient electoral roll process.  

Recommendation 

1. Provide the City’s Governance team with immediate training pertaining to the Act, the internal 
policies and procedures that form part of the overarching electoral framework, team workflows and 
key dates on the calendar (i.e. closing date for application submission). This should be delivered to 
new staff as soon as possible when commencing in the team. 

2. Determine the possibility for the WAEC to provide training to City staff assisting with the City’s local 
government elections (commensurate with their roles and responsibilities)  

3. Form a conclusion as to whether a Non-Disclosure Agreement is needed for temporary staff working 
with the City for election purposes and if determined necessary put this control (or something 
similar) in place.   
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Management Comment 

All Governance staff will attend comprehensive training addressing these matters. New starters will be 
trained as appropriate to their roles, noting that generally only one team within the Governance Unit is 
responsible for the electoral roll with all Unit staff only becoming involved when an election occurs. 

The City has contacted the WAEC to determine the possibility for the agency to provide training, this 
request was declined.   

A Confidentiality Agreement is currently being developed for temporary staff. 

For inclusion in the Internal Audit Log 

The following action has been agreed by management for inclusion in the Internal Audit Log. 

# Risk Issue Action agreed by Management Action Owner Target Date 

  Lack of structured training to facilitate 
the application process and 
management of the Owners and 
Occupiers Roll. 

a. Provide the City’s Governance 
team with immediate training in 
relation to the Owners & 
Occupiers Roll. 

b. Determine the possibility for the 
WAEC to provide training to City 
staff assisting with the City’s local 
government elections. 

c. Form a conclusion as to whether a 
Non-Disclosure Agreement is 
needed for temporary staff 
working with the City for election 
purposes and if determined 
necessary put this control (or 
something similar) in place. 

Alliance 
Manager 
Governance 

August 2021 
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