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Minutes of the meeting of the City of Perth Audit and Risk Committee held in 
Committee Room 1, Ninth Floor, Council House, 27 St Georges Terrace, Perth on  
Monday, 31 October 2016. 
 

MEMBERS IN ATTENDANCE 

Cr Davidson - Acting Presiding Member 
Cr Adamos (Deputy for the Lord Mayor)  
Cr Green 

OFFICERS 

Mr Mileham - Chief Executive Officer  
Mr Mianich - Director Corporate Services  
Ms Battista - Acting Director Economic Development & Activation 
Mr Ridgwell - Manager Governance  
Mr Richards - Manager Finance 
Mr White - Chief Accountant 
Mr Cheldi - Internal Auditor  
Ms Mendoza - Assistant Internal Auditor  
Mr Ngara - Risk Management Coordinator  
Ms Best - Governance and Risk Officer  

GUESTS AND DEPUTATIONS 

Nil  

AR48/16 DECLARATION OF OPENING 

 
In accordance with Section 5.6 of the Local Government Act 1995, the Chief 
Executive Officer sought nominations for a member to preside over the meeting. 
 
Cr Adamos nominated Cr Davidson to preside over the meeting. 
 
There being no further nominations, Cr Davidson accepted the nomination and 
assumed the Chair. 
 
4.34pm  The Acting Presiding Member declared the meeting open. 
 
 

AR49/16 APOLOGIES AND MEMBERS ON LEAVE OF ABSENCE 

The Lord Mayor (Apology)  
Mr Linden (External member) (Apology) 
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AR50/16 QUESTION TIME FOR THE PUBLIC 

Nil 
 

AR51/16 CONFIRMATION OF MINUTES 

 

Moved by Cr Green, seconded by Cr Adamos 
 
That the minutes of the meeting of the Audit and Risk Committee held on 
9 May 2016 be confirmed as a true and correct record. 
 
The motion was put and carried 
 
 
The votes were recorded as follows: 
 
For: Cr Davidson, Cr Adamos and Cr Green  
 
Against: Nil 
 

AR52/16 CORRESPONDENCE 

Nil 
 

AR53/16 DISCLOSURE OF MEMBERS’ INTERESTS 

Nil  
 

AR54/16 MATTERS FOR WHICH THE MEETING MAY BE 
CLOSED 

 
The Presiding Member advised that in accordance with Section 5.23(2) of the Local 
Government Act 1995, the meeting will be required to be closed to the public prior to 
discussion of the following: 
 

Item No. Item Title Reason 

Item No. 
AR59/16  
 

Outstanding Internal Audit Recommendations – 
October 2016 

5.23(2)(a) 

Item No. 
AR60/16 
 

Reappointment of External Member – City of Perth 
Audit and Risk Committee 

5.23(2)(e)(iii) 
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The Presiding Member advised that in accordance with Section 5.23(2) of the Local 
Government Act 1995, should an Elected Member wish to discuss the content of the 
confidential schedules listed below, it is recommended that Committee resolve to 
close the meeting to the public prior to discussion of the following: 
 

Schedule 
No. 

Item No. and Title Reason 

Confidential 
Schedule 5 

Item AR57/16  – Internal Audit 2016/17 – Project 
Assurance Review  

5.23(2)(f)(i) 

Confidential 
Schedules 
6, 7, 8 & 9   

Item AR58/16  – Biennial Review of Systems and 
Procedures 2016 

5.23(2)(f)(i) 

Confidential 
Schedule 10 

Item AR59/16   – Outstanding Internal Audit 
Recommendations – October 2016  

5.23(2)(a) 
 

Confidential 
Schedule 11  

Item AR60 /16  – Reappointment of External Member 
– City of Perth Audit and Risk Committee  

5.23(2)(e)(iii) 

 

AR55/16 RISK MANAGEMENT POLICY, APPETITE AND 
ASSESSMENT CRITERIA 

BACKGROUND: 

FILE REFERENCE: P1020410  
REPORTING UNIT: Governance 
RESPONSIBLE DIRECTORATE: Corporate Services 
DATE: 10 October 2016  
MAP / SCHEDULE: Schedule 1 – Current Policy 19.1 – Enterprise Risk 

Management Policy 
Schedule 2 – Amended Policy 19.1 – Risk 
Management Policy 
Schedule 3 – Risk Appetite Statement 
Schedule 4 – Risk Assessment Criteria  

LEGISLATION / STRATEGIC PLAN / POLICY: 

Legislation Local Government Act 1995 
Regulation 17  of the Local Government (Audit) Regulations 
1996 

 
 
Integrated Planning 
and Reporting 
Framework 
Implications 

Strategic Community Plan 
Council Four Year Priorities: Community Outcome 
A capable, flexible and sustainable organisation with a 
strong and effective governance system to provide 
leadership as a capital city and deliver efficient and effective 
community centred services 

 



AUDIT AND RISK 
COMMITTEE 

- 4 -  31 OCTOBER 2016 

 

I:\CPS\ADMIN SERVICES\COMMITTEES\7. AUDIT\AR161031 - MINUTES.DOCX 

 

 
Policy 
Policy No and Name: 19.1 – Enterprise Risk Management 

BACKGROUND  

The City of Perth completed the Organisational Risk Management Maturity 
Assessment in July 2016, with the report containing the recommendations presented 
to the Audit and Risk Committee on 8 August 2016 and subsequently reported to 
Council on 30 August 2016.  
 
The City is progressing in implementing the recommendations from the maturity 
assessment in line with the road map. This report provides an update on the 
milestones achieved in the last 2 months following the Council Meeting on the  
30 August 2016. The amended Risk Policy, Risk Appetite Statement and Risk 
Assessment Criteria are included in this report for Council endorsement. 

DETAILS: 

The following table is a representation of the “road map” from the maturity 
assessment and outlines the next 12 months of the program.  

 
 
In line with the road map, the below milestones have been achieved; 
 
1. Stage 1 - Mandate and Commitment 

 

A briefing was conducted with the Executive Leadership Group (ELG) and Audit 
and Risk Committee on the findings, recommendations and road map. The road 
map was endorsed for implementation, with an agreement for updates to be 

 

Stage 1  

Mandate and 
Commitment 

Endorsement of the 
road map by Council 
for implementation 

and ongoing 
commitment of risk 

program 

 

Completed 

 

 

Stage 2 

Policy, Appetite 
and Framework 

Adopt amended Risk 
Policy, Appetite 

Statement, 
Assessment Criteria 

and Framework 

 

 

 

Stage 3  

Roles and 
Responsibilities 

Re-define roles and 
responsibilities, 

awareness of 
amended Risk 

Management Policy, 
Appetite and 
Framework 

 

Stage 4  

Manage Risks  

Develop 
Organisational Risk 

Themes  

Rationalise and 
refine strategic, 

operational, hazard 
and project risk 

registers and 
integrate and align 

with integrated 
planning framework  

Stage 5 

Implement 
Assurance 

Implement 
assurance plans  to 

ensure effectiveness 
of risk management 

processes , 
management of key 
risks, controls and 
treatment plans 
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provided to the Audit & Risk Committee every quarter on how the City was 
progressing in implementing the road map. 

 
2. Stage 2 - Risk Management Policy  
 

The Enterprise Risk Management Policy has also been amended in line with the 
recommendations in the risk maturity report. The changes include;  
 

 Removal of the word “Enterprise” in the policy title; 

 Additional objective to outline the commitment to achieve best practice in 

line with the risk management standard - AS/NZS ISO 31000 2009 Risk 

Management: Principles and Guidelines;  

 Definitions of Risk Management and AS/NZS ISO 31000:3009 added to 

the policy; 

 Amendments to the policy statement to make it more concise and to also 

include Business Continuity Management;  

 Addition of a “Scope” section for which this policy applies; 

 The City’s commitment has been added to the policy; 

 Employee Obligations under the policy have been added; 

 The Implementation of policy included; and 

 Formatting of the policy in line with the City’s new policy template.  

  
The current Policy 19.1 – Enterprise Risk Management is detailed in Schedule 1 
and the amended Policy 19.1 - Risk Management is detailed in Schedule 2 to 
be endorsed by Council.  
 

3. Stage 2 - Risk Appetite Statement and Risk Assessment Criteria  
 
Facilitated workshops have been held with the Executive Leadership Group 
(ELG), to review the City’s existing Risk Policy, Appetite Statement and Risk 
Assessment Criteria. The Risk Appetite Statement guides the City’s decision 
making processes in regards to defining the acceptable level of risk the City is 
willing to take, as well as, the amount of risk which the City is prepared to be 
exposed to before necessary action is required.  
 
The Risk Assessment Criteria defines the City’s criteria for assessing risks in 
line with the Appetite set by ELG and will help guide decision making when it 
comes to management of risks. The existing Risk Assessment Criteria has been 
amended in line with the recommendations in the risk maturity report. The 
changes include:  
 

 Changes to the format of the consequence table for ease of use;  

 Changes to the people and financial categories within the consequence 

table to align with the Risk Appetite Statement;  
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 Changes to the service delivery / strategic objectives category within the 

consequence table to align with Business Continuity Planning provisions 

for service disruption times;  

 Change the term “moderate” to “possible” in the likelihood table;  

 Risk acceptance criteria included in line with maturity assessment 

recommendations this determines the frequency to which risks are 

reviewed, monitored and reported; and  

 Included criteria for measuring existing controls’ effectiveness.  

 

The Risk Appetite Statement and amended Assessment Criteria are detailed 

within Schedules 3 and 4 respectively for endorsement by Council. 

Once endorsed by Council the Risk Policy, Appetite and Criteria will be included in 
the Risk Management Framework currently undergoing a review in line with the 
recommendations of the risk maturity assessment. 
 

The amended Risk Management Framework document will be presented to the next 

Audit & Risk Committee meeting and subsequently Council for final endorsement.  

FINANCIAL IMPLICATIONS: 

ACCOUNT NO: 75B21000-7230 
BUDGET ITEM: Risk Management 
BUDGET PAGE NUMBER: - 
BUDGETED AMOUNT: $15,000 
AMOUNT SPENT TO DATE: -     
PROPOSED COST: $1,920 
BALANCE: $13,080 
  
ANNUAL MAINTENANCE: N/A 
ESTIMATED WHOLE OF LIFE COST: $1,920 
 
All figures quoted in this report are exclusive of GST. 

COMMENTS: 

Following the endorsement of the Risk Policy, Appetite and Criteria, the City will 
undertake a complete review of all operational and strategic risks contained in the 
City’s RMSS risk system. The review will focus on aligning the risk information and 
ratings with the endorsed Risk Appetite and Criteria. 
 
A summary of this review will be provided to the Audit and Risk Committee once 
completed. 
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Moved by Cr Green, seconded by Cr Adamos 
 
That Council approves: 
 
1.  the amended Policy 19.1 - Risk Management Policy detailed in 

Schedule 2; 
 
2.  the City of Perth’s Risk Appetite Statement detailed in Schedule 3; 

and 
 
3. the City of Perth’s Risk Assessment Criteria detailed in Schedule 4. 
 
The motion was put and carried 
 
 
The votes were recorded as follows: 
 
For: Cr Davidson, Cr Adamos and Cr Green  
 
Against: Nil 
 

AR56/16 RISK MANAGEMENT UPDATE – OCTOBER 2016 

BACKGROUND: 

FILE REFERENCE: P1013822-3 TRIM # 125023/16 
REPORTING UNIT: Governance 
RESPONSIBLE DIRECTORATE: Corporate Services 
DATE: 10 October 2016  
MAP / SCHEDULE: N/A 

LEGISLATION / STRATEGIC PLAN / POLICY: 

Legislation Local Government Act 1995 
Regulation 17  of the Local Government (Audit) Regulations 
1996 

 
Integrated Planning 
and Reporting 
Framework 
Implications 

Strategic Community Plan 
Council Four Year Priorities: Community Outcome 
A capable, flexible and sustainable organisation with a 
strong and effective governance system to provide 
leadership as a capital city and deliver efficient and effective 
community centred services 

 
Policy 
Policy No and Name: 19.1 – Enterprise Risk Management 
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DETAILS: 

Policy and Framework 
 
The City is committed to a culture of risk management, where risk is considered at 
three levels; strategic, operational and project. Operational and Strategic Risks are 
currently housed in the City’s risk management system (RMSS) and are reviewed on 
an annual basis as part of the Business Planning Process. Project level risks are 
managed by relevant staff in the delivery of the projects and where relevant, are 
documented within specific service areas.  
 
The Enterprise Risk Management Policy 19.1 states the purpose of risk management 
being:  
 
“To protect the community, the City of Perth and its workers against foreseeable risks 
through developing a whole of enterprise culture of risk awareness, plans that reduce 
our risk exposure and systems that provide information to assist in informed decision 
making, maximising asset potential and enhancing community wellbeing.” 
 
Under the framework the Audit and Risk Committee has the responsibility for the 
systems and processes for risk management in line with the Local Government 
(Audit) Regulations 1996. The strategic and high level operational risks will be 
reported to the Audit and Risk Committee and Council on a quarterly basis.  
 
RISK MANAGEMENT UPDATE 
 
Organisational Risk Maturity Assessment Update 
 
The Organisational Risk Management Maturity Assessment was completed by the 
consultant from LGIS (Local Government Insurance Scheme) and the City’s Risk 
Management Coordinator with the findings and recommendations presented at the 
last Audit and Risk Committee held on 8 August 2016.  
 
The recommendations indicated within the maturity assessment are currently being 
implemented throughout the organisation with the below milestones in the ‘road map’ 
having been completed:  
 
1.  Mandate and Commitment – A briefing was conducted with the Executive 

Leadership Group (ELG) and Audit and Risk Committee on the findings, 

recommendations and road map. The road map was endorsed for 

implementation, with an agreement for updates to be provided to the Audit & 

Risk Committee every quarter on how the City was progressing in implementing 

the road map. 

 

2. Policy, Risk Appetite and Assessment Criteria - Facilitated workshops were 

held with ELG to review the City’s existing Risk Management Policy, Risk 

Appetite Statement and Risk Assessment Criteria and as a result these 
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documents have been presented to the Audit and Risk Committee for 

endorsement.  

 

Once endorsed by Council the Risk Policy, Appetite and Criteria will be included in 

the Risk Management Framework currently undergoing a review in line with the 

recommendations of the maturity assessment. The amended Risk Management 

Framework document will be presented to the next Audit & Risk Committee and 

Council meeting for final endorsement.  

Business Continuity Management 
 
The City is progressing rolling out the Crisis Management and Business Continuity 
Framework, with the below milestones achieved; 
 
 Inclusion of Crisis and Business Continuity Management within the Risk 

Management Policy; 

 Finalisation of the City’s Crisis Management Plan and associated procedures, 

with relevant staff briefed on the plans and their responsibilities; 

 Formalisation of the City’s Crisis Management Team (CMT) and the Critical 

Incident Control Team (CICT), with briefing and training conducted for both 

teams by the Risk Management Coordinator and the Manager Community 

Amenity & Safety; 

 Commissioning of the IT Communications Room at Citiplace (the alternate 

location for Council House); and 

 Completion of the Depot Business Continuity Plan. 

Crisis Exercises will be conducted with both teams in the current financial year to test 
the effectiveness of the plans and familiarise relevant staff with their roles and 
responsibilities. Briefing sessions on the City’s Crisis and Business Continuity 
Framework will be held with Directorates to further raise awareness and build 
resilience into the City’s planning. 
 
Ongoing Crisis Exercises and Training will be provided to relevant staff in line with 
the Business Continuity testing schedule.  
 
UPDATE ON HIGH AND EXTREME RISKS: 
 
Under the City’s amended Risk Management Framework, the Audit and Risk 
Committee has the responsibility for the overseeing of the City’s systems and 
processes for risk management in accordance with regulation 17 of the Local 
Government (Audit) Regulations 1996. The framework states that strategic and high 
level operational risks will be reported to the Audit and Risk Committee and Council 
on a quarterly basis.  
22 Strategic Risks and 437 operational risks currently sit on the City’s risk registers.  
 
There is minimal change to the number of risks contained in the City’s risk registers. 
However, as the City has amended the Risk Appetite and Risk Assessment Criteria 
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used to assess risks, a process to review all the risks on the registers will be 
undertaken following the endorsement of both items. 
 
All risks have been rated using the City’s risk matrix and compiled on the City’s Risk 
System RMSS. As at 7 October 2016, there are: 
0 EXTREME risks   
4 HIGH risks   
286 MEDIUM risks  
169 LOW risks 
Updates on the identified HIGH / EXTREME risks are detailed below with two high 
risks having been moved to a medium rating since the previous update. 
 
Risk Update: Shifting of costs from other sectors onto the City 
Risk Owner: Manager Finance 
 
Risk ID Risk Statement Existing Controls Risk Rating 

78 Shifting of costs from 
other sectors onto the 
City resulting in financial 
impacts or affecting 
service delivery 

Monitoring of government policy 
direction 
The City budgeting process takes 
into account forecasted increases 
in levies and taxes and in most 
instances will pass them on to 
ratepayers. 

High  

 
Comment: There are no significant changes to this risk. With the challenges of the 
current economic climate, the City continues to monitor the risk to ensure the impacts 
are minimised. The 2016/17 annual budget was adjusted in line with the changes to 
the parking levy, with a focus on limiting the impacts on the City’s ratepayers.  
 
The risk remains High on the City’s financial planning agenda. 
 
Risk Update: Insufficient revenue generated from Elizabeth Quay (EQ) for 
servicing and maintenance. 
Risk Owner: Manager Finance 
 
Risk ID Risk Statement Existing Controls Risk Rating 

83 Revenue generated 
from EQ (MRA 
contribution + Rates) 
insufficient to cover 
maintenance and 
servicing of EQ. 
 

 Agreement with Metropolitan 
Redevelopment Authority 
(MRA) 

 Monitoring of costs of 
servicing and maintaining EQ 

 Modelling of cash flows for the 
precinct (rates revenue + 
funding vs costs of serving 
and maintenance) 

Medium  

 
Comment: The negotiations with the MRA regarding the level of service provided by 
the City for the EQ precinct have been completed.  The rates levied on the precinct 
are sufficient to cover the agreed service level; however the MRA has made a 
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commitment to procure additional services from other service providers, to 
compliment the City’s efforts in the precinct as required. The controls in place to 
mitigate this risk are considered adequate; hence the risk level has been reviewed to 
Medium for the remainder of the current financial year. The agreement with the MRA 
will be reviewed in the new financial year. 
 
Risk Update: Non-disclosures of gifts and travel by staff and Elected Members 
Risk Owner: Manager Governance 
 
Risk ID Risk Statement Existing Controls Risk Rating 

1092 Non-disclosures of gifts 
and travel by staff and 
Elected Members 
leading to investigations 
or findings against the 
City resulting in 
reputational harm. 
 

 Enhanced Governance 
practices 

 Policies and Procedures around 
gifts and travel disclosures 

 Training and induction for new 
employees and Elected 
Members on gift and travel 
disclosures 

 Awareness raising sessions 
with staff and Elected Members 

 Monitoring of legislative 
amendments to the LG Act and 
regulations. 

 Accountability and Governance 
webpage on the City’s Internet.   

 
Medium  

 
Comment: Given the City has introduced a number of transparency measures 
related to Gifts & Travel, with these measures being over and above the legislative 
provisions, this risk rating has been reviewed and amended from High to a rating of 
Medium.   
 
The City has adequate controls in place to manage this risk, further mitigation 
measures also includes a review and update to the City of Perth Code of Conduct 
proposed to be presented to Council in late 2016.   
 
The City will continually be looking for new opportunities to further enhance 
governance practices.  
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Risk Update: Reduction in Parking revenue 
Risk Owner: Manager Commercial Parking 
 
Risk ID Risk Statement Existing Controls Risk Rating 

 

108 Parking revenue 
decreases leading to 
revenue loss for the City 
 

 Market research done every 2 
years 

 The Commercial Parking Unit is 
currently looking at other 
sources of alternate revenue 
streams (other LGs, State 
agencies and private sector) 

 Annual budgeting based on 
projected increases in parking 
levies. 

 Liaison with officials with 
regards to parking levies 

 
High  

 
Comment: The City operates in a competitive commercial parking industry in which it 
is required to be innovative, flexible and continuously improve to retain its 
competitiveness. The City’s strategy is to engage in and improve alternate revenue 
streams and increase market share via customer experience.  
 
The Commercial Parking Unit (CPP) has been focussing considerable effort in 
exploring alternate revenue streams, with the following having been undertaken:  

 A recent presentation to the City of Vincent for the provision of parking 
management services, the City is awaiting response from Vincent as they 
consider their operating model.  

 A Tender has been formulised, for the provision of parking management services 
at the City of Subiaco in which the City is currently awaiting an outcome.  

 The City is renewing its current contract with the Town of Victoria Park for the 
provision of parking services for a further three years.  

 The technical services and IT systems team within CPP Unit has also increased 
its technical capabilities by taking on additional parking machines that add to the 
City’s current portfolio.   

 

Other mitigation strategies to increase revenue and market share include a 
restructure for the Commercial Parking Unit, with a new focus on business 
development work streams and project management. As a result of the restructure a 
new position of Business Development Coordinator will be created. The focus of the 
new position is indicated as follows:  

 Set up of increased revenue projects; 

 Benchmarking within CPP unit; and  

 Research provisions within the Local Government Act 1995 for Major Trade 
Undertaking. 

 

The recruitment for the Business Development Coordinator will commence in 
October.  
 

There is no change to this risks rating or controls. 
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Risk Update: Occurrence of a significant OSH incident 
Risk Owner: Manager Human Resources 
 
Risk ID Risk Statement Existing Controls Risk Rating 

1123 Occurrence of a 
significant OSH incident 

 OSH induction training for new 
employees 

 OSH policies and procedures 
 OSH & Risk Committee 
 Directorate OSH & Risk Group 

meetings 
 Workplace safety inspections 

systematically controlled on 
RMSS 

 Risk assessments on high risk 
work 

 Job Safety Analysis 
 Safe work statements 
 PPE procedures 

High  

 
Comment: The City continues to acknowledge the importance of health and safety 
throughout the organisation and to encourage a positive OSH culture. The City has 
now implemented the new OSH structure, with a collaborative approach between 
Human Resources and Construction and Maintenance directorate that will focus on 
identifying the organisations high risk areas and safety needs over the next three 
months.  
 
An appropriately qualified Senior Safety Officer was successfully recruited and has 
begun developing an OSH Strategy that will set the direction for safety over the next 
18 months. As part of this strategy the following activities will be conducted: 
 

 A review of the City’s Safety Management Systems (which includes OSH 
Policies, Procedures and Systems) to ensure it is compliant with legislation, 
demonstrates industry best practice and is practical and applicable to the 
relevant employee groups.  

 An analysis of the City’s OSH training needs and requirements which will be 
addressed and delivered through the City’s Learning and Development Strategy.  

 A gap analysis and audit of the whole organisation that will assist in measuring 
the City’s current performance against the appropriate standards, to identify 
areas of improvement and where external accreditation may be required.  

 
The City has started to see improvements through the reduction in Lost Time Injury 
(LTI) frequency and the recent attainment of 100 days LTI free. The City will continue 
to reduce the continuum of LTI frequency with the aim to maintain it at zero.  
 
This risk will remain high, as the uncertainty of human behaviour is factored into the 
risk rating. This risk will continue to be monitored and reviewed as appropriate 
controls are implemented. 
 
There is no change to this risks rating or controls. 
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Risk Update: Inadequate Condition Rating of City Assets 
Risk Owner: Manager Properties 
 
Risk ID Risk Statement Existing Controls Risk Rating 

1053 Inadequate Condition 
Rating of City Building 
Assets to enable 
appropriate asset 
renewal and 
maintenance.  
 

 Adhoc inspections 
 Property maintenance helpdesk 

system (Hansen) 
 The City is currently engaging 

potential surveyors to undertake 
a portfolio wide condition 
assessment of building assets 

 The Information Technology 
Unit is conducting a business 
analysis to obtain specifications 
for the procurement of a 
property management system 

 Feedback from occupants of 
City buildings 

 
High  

 
Comment: The Tender for the comprehensive condition assessment on the City’s 
properties portfolio has closed, and the assessment panel will finalise the decision on 
October 2016 to appoint. 
 
The condition assessment will take approximately 6 months to complete. Once 
completed, the data from this assessment will allow the City to understand the 
potential back log maintenance liability and any under investment that has been 
occurring in the past. The City will then develop a strategy to address this issue 
which will likely require resources to undertake.  
 
The aging infrastructure and structural issues around the Perth Concert Hall (PCH) 
and the Perth Convention and Exhibition Centre (PCEC) are still being managed by 
the City through the Properties Unit.   
 
The City has a current agreement with the providers at PCH, in that no performances 
will be booked for the months of January and February, in both 2017 and 2018, to 
enable the City to undertake necessary maintenance and structural projects on the 
site within that time.  
 
PCEC is still recognised as a High Risk with the ongoing subsidence which the City is 
exploring avenues to remedy. 
 
There is no change to this risks rating or controls. 
 
Risk Profile 
 
The distribution of risk ratings for both strategic and operational risks throughout the 
organisation is shown in the following risk matrix and pie chart. The pie chart 
demonstrates the overall image of the City’s risk categorised into Low, Medium, High 
and Extreme risks. As indicated by the pie graph the City is proactively managing its 
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risks with no risks rated as Extreme and 1.09% rated as High. Detailed information 
on each of the organisational risks including the risk causes, consequences and 
relevant risk actions are provided for in RMSS. 
 
As a result of the request from the last Audit and Risk Committee meeting, the City 
compared its distribution of risk ratings with three other Councils within Western 
Australia.   
 
Overall the City has a lower high risk percentage than the other Councils. This is 
likely to be as a result of the review to likelihood table and changes made to the 
probability descriptors to a percentage. However, this distribution is likely going to 
change in line with amended Risk Appetite as the City transitions through the road 
map and reviews all operational and strategic risks.  
 
It is also noted that each Council has adopted their own risk policy, framework and 
appetite which is relative to each Councils’ operating environment. So therefore this 
comparison provides limited value.   
 
Figure 1: Distribution of risk ratings as at 7 October 2016 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
HIGH Risks – 1.09% 
MEDIUM Risks – 61.93% 
LOW Risks – 36.98% 
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Figure 2: Risk Matrix 
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FINANCIAL IMPLICATIONS: 

Each risk identified may have its own financial implications which will be the subject 
of normal budget consideration. 
 
The financial cost associated with testing the Business Continuity Plan’s is included 
in the Governance Unit operational budget. 
 
COMMENTS: 
 
Following the completion of the organisational risk maturity assessment all the risks 
on both the strategic and operational risk registers will be reviewed and reported 
through both the Corporate OSH & Risk Committee and the Audit and Risk 
Committee as required. 
 
All current High and Extreme risks will continue to be reported to this committee 
during this review process.   

 
Moved by Cr Adamos, seconded by Cr Green 
 
That Council receives the report titled Risk Management Update – 
October 2016.  
 
The motion was put and carried 
 
 
The votes were recorded as follows: 
 
For: Cr Davidson, Cr Adamos and Cr Green  
 
Against: Nil 
 
 

MOTION TO CLOSE THE MEETING  
 
Moved by Cr Adamos, seconded by Cr Green 
 
That the Audit and Risk Committee, in accordance with the Local 
Government Act 1995, resolves to close the meeting to the public to 
consider the following: 
 
1. Confidential Schedules 5, 6, 7, 8 & 9 in accordance with Section 

5.23(2)(f)(i) 

2. Confidential Item 5 and Schedule 10 in accordance with Section 
5.23(2)(a); and  

(Cont’d) 
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3. Confidential Item 6 and Schedule 11 in accordance with Section 
5.23(2)(e)(iii). 

 
The motion was put and carried 
 
 
The votes were recorded as follows: 
 
For: Cr Davidson, Cr Adamos and Cr Green  
 
Against: Nil 
 
4.49pm   The meeting was closed to the public. 
 

AR57/16 INTERNAL AUDIT 2016/17 – PROJECT ASSURANCE 
REVIEW   

BACKGROUND: 

FILE REFERENCE: P102969-8 
RESPONSIBLE UNIT: Internal Audit  
RESPONSIBLE DIRECTORATE: Corporate Services 
DATE: 28 September 2016 
MAP / SCHEDULE: Confidential Schedule 5 – Project Assurance Review 

(Confidential Schedules distributed to Elected Members 
under separate cover)  

 
The City of Perth Internal Audit Plan 2016/17 was approved by Council at its meeting 
held on 17 May 2016. 
 
As part of the City’s 2016/17 Internal Audit Plan, a Project Assurance Review was 
carried out in August and September 2016. Confidential Schedule 5 details the 
findings of this review. 
 

LEGISLATION / STRATEGIC PLAN / POLICY: 

Legislation Local Government (Audit) Amendment Regulations 2013 
 
Integrated Planning 
and Reporting 
Framework 
Implications 

Corporate Business Plan 
Council Four Year Priorities:   
Capable and Responsive Organisation 
S18   Strengthen the capacity of the organisation. 

A capable, flexible and sustainable organisation with 
a strong and effective governance system to provide 
leadership as a capital city and deliver efficient and 
effective community centred services.             

 



AUDIT AND RISK 
COMMITTEE 

- 19 -  31 OCTOBER 2016 

 

I:\CPS\ADMIN SERVICES\COMMITTEES\7. AUDIT\AR161031 - MINUTES.DOCX 

 

 
Policy 
Policy No and Name: 19.1 – Enterprise Risk Management 

DETAILS: 

The findings of the review are detailed in the attached Confidential Schedule 5. 
 

FINANCIAL IMPLICATIONS: 

There are no financial implications related to this report. 

 
Moved by Cr Green, seconded by Cr Adamos 
 
That Council approves the Project Assurance Review as part of the 
Internal Audit Plan 2016/17 as detailed in Confidential Schedule 5. 
 
The motion was put and carried 
 
 
The votes were recorded as follows: 
 
For: Cr Davidson, Cr Adamos and Cr Green  
 
Against: Nil 
 

AR58/16 BIENNIAL REVIEW OF SYSTEMS AND PROCEDURES 
2016 

BACKGROUND: 

FILE REFERENCE: P1013788-5 
RESPONSIBLE UNIT: Internal Audit  
RESPONSIBLE DIRECTORATE: Corporate Services 
DATE: 4 October 2016 
MAP / SCHEDULE: Confidential Schedule 6 – Review of systems and 

procedures in regards to risk management 
Confidential Schedule 7 – Review of systems and 
procedures in regards to internal control 
Confidential Schedule 8 – Review of systems and 
procedures in regards to legislative compliance 
Confidential Schedule 9 - Organisational Risk 
Management Maturity Assessment Report, July 2016. 
(distributed to Elected Members under separate cover) 

 
As required by regulation 17 of the Local Government (Audit) Regulations 1996, a 
review of the appropriateness and effectiveness of systems and procedures in 
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relation to risk management, internal control and legislative compliance is to be 
undertaken at least once every two calendar years. Regulation 17 came into effect 
on 8 February 2013. 
 
The first biennial review was required by the Department of Local Government and 
Communities to be completed by December 2014 and was presented to the Audit 
and Risk Committee during its October 2014 meeting.  
 
This is the second biennial review undertaken. 

LEGISLATION / STRATEGIC PLAN / POLICY: 

Legislation Regulation 17 of the Local Government (Audit) Amendment 
Regulations 2013 

 
Integrated Planning 
and Reporting 
Framework 
Implications 

Corporate Business Plan 
Corporate Business Plan  
Capable and responsive organisation. 
S18 Strengthen the capacity of the organisation 

A capable, flexible and sustainable organisation 
with a strong and effective governance system to 
provide leadership as a capital city and deliver 
efficient and effective community centred services. 

 
Policy 
Policy No and Name: 19.1 Enterprise Risk Management 

DETAILS: 

The structure of this review follows Appendix 3 of the Local Government Operational 
Guideline No. 9 “Audit in Local Government” (the Guideline) as issued by the 
Department of Local Government and Communities (the Department) in September 
2013. This appendix contains issues that should be considered for inclusion in the 
biennial review. No further guidance on completion of the biennial review has been 
issued by the Department. 
 
In addition, as suggested within the Guideline, reference was made to Section 7 of 
the Department’s Western Australian Local Government Accounting Manual during 
the carrying out of this review.   
 
Confidential Schedule 6 documents the results of a review of the systems and 
procedures relating to risk management. This review was carried out by the 
Governance Unit and refers to the report on the Organisational Risk Management 
Maturity Assessment undertaken in 2016 by Local Government Insurance Services 
(LGIS) (refer Confidential Schedule 9). 
 
A review of the systems and procedures in regards to internal control and legislative 
compliance was performed by Internal Audit (refer to Confidential Schedules 7 and 8 
respectively). Input on legislative compliance was supplied by the Governance Unit. 
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The overall conclusion from this biennial review is that the City has established 
appropriate and effective systems and procedures (in accordance with the above 
mentioned guideline) in regards to risk management, internal control and legislative 
compliance.  
 
Planned initiatives and opportunities to improve these systems and procedures are 
highlighted within the above mentioned schedules. Where applicable, Internal Audit 
will follow up on these planned initiatives and opportunities for improvement. 
 
In terms of risk management, a number of recommendations as contained within the 
above mentioned maturity assessment report will be implemented through a road 
map of set milestones over an agreed period of time. 

FINANCIAL IMPLICATIONS: 

There are no financial implications related to this report.   

COMMENTS: 

As a result of following the structure within Appendix 3 of the Guideline, an extensive 
scan of systems and procedures in the areas of risk management, internal controls 
and legislative compliance has taken place.  
 
Completion of this biennial review and presentation of results at the October 2016 
Audit and Risk Committee (and Council following the Committee Meeting) enables 
the City to meet the above mentioned requirements of regulation 17 of the Local 
Government (Audit) Regulations 1996. 
 

Moved by Cr Adamos, seconded by Cr Green 
 
The Council in accordance with Regulation 17 of the Local Government 
Act 1995 approves the review of the appropriateness and effectiveness 
of systems and procedures in relation to risk management, internal 
control and legislative compliance as per Confidential Schedules 6, 7, 8 
and 9.  
 
The motion was put and carried 
 
 
The votes were recorded as follows: 
 
For: Cr Davidson, Cr Adamos and Cr Green  
 
Against: Nil 
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AR59/16 OUTSTANDING INTERNAL AUDIT 
RECOMMENDATIONS – OCTOBER 2016 

BACKGROUND: 

FILE REFERENCE: P1029698 
RESPONSIBLE UNIT: Internal Audit  
RESPONSIBLE DIRECTORATE: Corporate Services 
DATE: 3 October 2016 
MAP / SCHEDULE: Confidential Schedule 10 – Outstanding 

Recommendations – October 2016 (distributed to 
Elected Members under separate cover) 

 
In accordance with Section 5.23(2)(a) of the Local Government Act 1995, this 
item is confidential and has been distributed to the Elected Members under 
separate cover. 
 

Moved by Cr Green, seconded by Cr Adamos 
 
That Council receives the report summarising the status of outstanding 
internal audit recommendations as at October 2016. 
 
The motion was put and carried 
 
 
The votes were recorded as follows: 
 
For: Cr Davidson, Cr Adamos and Cr Green  
 
Against: Nil 
 
 

AR60/16 REAPPOINTMENT OF EXTERNAL MEMBER – CITY OF 
PERTH AUDIT AND RISK COMMITTEE 

 
The Chief Executive Officer advised that Item AR60/16 titled “Reappointment of 
External Member – City of Perth Audit and Risk Committee” has been withdrawn due 
to the sole applicant no longer seeking appointment, the external member position 
will be readvertised prior to the next Audit and Risk Committee meeting.  
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MOTION TO RE-OPEN THE MEETING  
 
Moved by Cr Adamos, seconded by Cr Green 
 
That Council resolves to re-open the meeting to the public. 

 
The motion was put and carried 

 
 
The votes were recorded as follows: 
 
For: Cr Davidson, Cr Adamos and Cr Green  
 
Against: Nil 
 
4.58pm   The meeting was re-opened and no members of the public returned.  
 
Therefore, in accordance with clause 5.2(6)(b) of the City of Perth Standing Orders 
Local Law 2009, the motions were not read aloud but are recorded in the meeting 
minutes. 
 

AR61/16 MOTIONS OF WHICH PREVIOUS NOTICE HAS BEEN 
GIVEN 

Nil 
 

AR62/16 GENERAL BUSINESS 

 

Responses to General Business from a Previous Meeting 
Nil  
 
New General Business 
Nil  

AR63/16 ITEMS FOR CONSIDERATION AT A FUTURE MEETING 

 
Outstanding Items: 
Nil  

AR64/16 CLOSE OF MEETING 

 
5.00pm There being no further business the Presiding Member declared the 

meeting closed. 
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POLICY NO: 19.1 

ENTERPRISE RISK MANAGEMENT 

ORIGIN/AUTHORITY FILE NO. 

Council meeting - 4 June 2013 (278/13) 75522/04 
(Previous Policy 19.1 revoked 4 June 2013 

OBJECTIVE 

To protect the community, the City of Perth and its workers against foreseeable risks 
through developing a whole of enterprise culture of risk awareness, plans that reduce our 
risk exposure and systems that provide information to assist in informed decision making, 
maximising asset potential and enhancing community wellbeing. 

Council is committed to: 
POLICY STATEMENT 

1. Enterprise risk management utilising the principles and practices outlined in the

Australia / New Zealand and International Risk Management Standard AS/NZS ISO

31000:2009.

2. Developing and maintaining appropriate documentation to guide the implementation

of enterprise risk management throughout the organisation.

3. Promoting a culture within the City of Perth of awareness and active management

of risks.

4. Providing regular education to its staff in risk management practices.

5. Using generally accepted best practice for managing its risks.

6. Regular assessment of its risk exposure and development of plans to manage the

level of risk to within stated risk criteria.

7. Prioritisation of risks so that resources can be devoted to managing high priority

risks.

8. Regular monitoring of risk management plans to ensure the Council’s risk

management objectives are achieved.

9. Provision of information and reports to decision makers so that they are able to

make informed decisions.

SCHEDULE 1
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POLICY NO: 19.1 
 

10. Requiring all staff and other stakeholders including contractors and suppliers to 

assume responsibility and accountability for managing risks within their own areas 

and expertise. 

11. Developing systems that continually improve the ability to manage risks and reduce 

exposure. 

12. Utilising enterprise risk management to facilitate the realisation of business 

opportunities. 

13. These principles will be implemented in the City’s Operations through the Enterprise 

Risk Management Framework, as adopted by Council. 
 
 
 
 

 
 

 

 

Amendments/Review: 
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CP [19.1] Risk Management 

POLICY OBJECTIVE 

1. To protect the community, the City of Perth and its workers against foreseeable risks
through developing a whole of organisation culture of risk awareness, plans that
reduce our risk exposure and systems that provide information to assist in informed
decision making, maximising asset potential and enhancing wellbeing.

2. To achieve best practice in risk management by implementing a culturally effective
and efficient risk management program which has been developed in accordance
with Standards Australia AS/NZS ISO 31000 2009 Risk Management: Principles and
Guidelines.

POLICY STATEMENT 

The City of Perth will develop and maintain a risk management program to ensure that 
sound risk management practices and procedures are fully integrated into its strategic and 
operational processes and day to day business practices. 

The City will also develop and maintain a Business Continuity Management Program to 
reduce the impact of disruptions to services and to ensure that business objectives can 
continue to be met for the benefit and protection of the City’s: 

 ratepayers, residents, customers, clients and other stakeholders;

 employees and community volunteers;

 natural and built environment;

 quality of service delivery;

 assets and intellectual property;

 contractual and statutory obligations;

 image and reputation

1. SCOPE

This policy applies to all staff, suppliers and contractors. 

1.1 Definitions 

Risk Management : is the identification, assessment, and prioritisation of risks (defined in 
ISO 31000 as the effect of uncertainty on objectives, whether positive or negative) 
followed by coordinated and economical application of resources to minimise, monitor, and 
control the probability and/or impact of unfortunate events or to maximise the realisation of 
opportunities. Risks can come from uncertainty in service delivery, threats from project 
failures (at any phase in design, development, production, or sustainment life-cycles), legal 
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liabilities, hazard risk, accidents, natural causes and disasters as well as deliberate attack, 
or events of uncertain or unpredictable root-cause. 
 
AS/NZS ISO 31000: is the Australian/New Zealand standard developed by Standards 
Australia as AS/NZS ISO 31000:2009 Risk Management Principles and Guidelines which 
addresses the entire management system that supports the design, implementation, 
maintenance and improvement of risk management processes. 

 

1.2 The City is committed to: 

 Utilising the principles and guidelines outlined in the standard 

 Promoting a culture within the City of awareness and active management of risks 

 Providing regular education to its staff in risk management practices 

 Implementation of these principles in the City’s operations through the Risk 
Management Framework, as adopted by Council. 

1.3 Employee obligations 

 Risk management will be a core responsibility for all staff and will be incorporated 
into the employees’ key performance indicators. 

 Risk management is a continuous process demanding awareness and a 
proactive attitude from each of the City’s employees and outsourced service 
providers.  

1.4 Implementation 

Implementation commences with risk identification, followed by risk evaluation and 
the development of cost-effective and practical management measures within the 
framework of the City’s Risk Management Framework developed and maintained by 
the City’s Governance Unit. 
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City of Perth Risk Appetite Statement 

Introduction 

The City of Perth provides a diverse range of services across a variety of workplaces, in a Capital 
City location, which presents opportunities, threats and uncertainties that may have a positive or 
negative impact on the organisations deliverables and the community. The City seeks to manage 
these risks in accordance with its Risk Management Policy and Framework. 

To guide the City’s decision making its risk appetite will be defined using terms describing 
acceptable tolerances such as None (no appetite); Low; Moderate; High. The defined risk appetite is 
the amount of risk to which the City is prepared to be exposed to before it judges action to be 
necessary. 

The following sections describe the City’s risk appetite over the main areas of consequence: 

 

People 

The safety of employees, contractors and t h e public is an explicit priority for the City. Safe 
working practices are continually being improved and refined and there is no appetite for 
employees not following due process where their or others safety may be at risk. Due to the 
scale, nature (24 hr operations), locations and diversity of City deliverables, it is realistic to 
acknowledge that minor injuries may occur from time to time, however the City has a low tolerance 
for these. Where injuries or near misses occur legislative requirements and the endorsed City’s 
safety management system are to be followed. 

 
The City seeks opportunities to develop a multi-skilled workforce that includes employees 
increasing their skills and knowledge as well as encouraging initiative and enthusiasm. Whilst 
these are considered positive aspects, the City has no appetite for employees performing duties for 
which they are not suitably qualified or trained or acting outside of their delegated authority. 
Where legislative requirements allow and/or formal qualifications and training are not required to 
perform certain duties, the City has a moderate tolerance but appropriate supervision and oversight 
of activities and outcomes must be in place. 

 
The City has a low appetite for implementing practices and procedures that may result in large 
scale dissatisfaction within the workforce. The City will, within established guidelines and 
practices, consult with its workforce but does have a moderate tolerance for change that 
impacts its workforce when focused on delivering appropriate, effective and efficient outcomes. 

 

Financial 

There is a low appetite for activities that threaten the long term financial stability of the City. It 
is recognised however that sustainability will require investigation into enhancing and/or 
diversifying income streams so there is a moderate tolerance for discrete activities or projects that 
may provide additional income streams or enhances economic diversity. Opportunities of this 
nature may require external stakeholder support and are expected to be subject to due diligence 
and appropriate controls implemented. 

 
The City’s investment policy stipulates a very low appetite for risks in investments, which is 
imposed by legislation. There is no appetite for being illiquid with the focus on maintaining liquidity 
within imposed statutory financial ratios. 

 
Effective management of projects is important to the City and consequently there is a low appetite 
for project cost or time overruns exceeding a 10% variation. Acknowledging a historical legacy, 
multiple external stakeholders and ‘Capital City’ complexities a moderate tolerance towards project 
cost and time overruns exists but appropriate reporting and escalation are to occur and lessons 
learnt from these are to be reviewed to prevent reoccurrence. 
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Strategic Objectives / Service Delivery 

The City has no appetite for unplanned service disruptions to critical and core services, including 
contracted services, as defined by the City’s business continuity management process. In reality 
there exists a low tolerance for disruption to core services which are to be addressed within 
recovery time objectives established in the City’s business continuity plans. There is a low appetite 
for disruption to other supplementary services which may be relaxed to a moderate tolerance 
recognising that resources may need to be directed to continuity of critical and core services. 

 
To support service delivery across all City deliverables there is a very low appetite for 
Information Technology systems failures, data loss or security breaches. 

 
The City wishes to encourage innovation and to position itself as a leading ‘Capital City’ and 
therefore has a high appetite for considering and implementing service level enhancements and 
efficiencies when aligned with all other aspects of this risk appetite statement. 

 
Due to their high level nature, internal and external change and relevance to day to day services 
the City currently has a moderate appetite to risks that may result in strategic objectives not 
being achieved. 

 

Environmental 

The City has no appetite for not fulfilling its obligations to the built and natural environment 
including management of contaminated sites, sensitive or high profile sites, waste services or 
the City’s preparation, planning, response and recovery to hazards. The City recognises the 
multiple stakeholders and responsibilities involved in fulfilling the obligations and needs to accept 
a very low tolerance to those environmental risks. 

 

Reputational 

The City has a low appetite for reputational risks that may result in substantiated complaints from 
the community and/or key stakeholders. It is recognised the City has a diverse community and 
stakeholder needs and expectations and therefore accepts a moderate tolerance for complaints. 

 
The City has a low appetite for sustained and substantiated negative media coverage. 

 
The City has no appetite for the provision of inaccurate qualified advice or unethical actions, and a 
low tolerance for errors in unqualified advice or the provision of information. 

 

Legal and Regulatory / Ethical 

The City has obligations both mandated and recommended through numerous statutory and 
regulatory requirements and the City has no appetite for non-compliance, breaches of legislation or 
regulatory requirements or non-reporting of breaches and non-compliance to appropriate authorities. 
There is recognition that the City must accept a very low tolerance for some non-compliance due to 
competing or changing requirements or minor breaches from time to time. 

 

 
The City does have a moderate appetite to lead challenges to out of date, restrictive and 
unnecessarily risk averse legislation and requirements. 

 
The City has no appetite or any tolerance for theft, fraud or misconduct by Elected Members 
and/or Officers. 
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Risk Appetite Summary 
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Risk Assessment Criteria 

MEASURES OF CONSEQUENCE 

Measures of Consequence 

Rating People Financial 
Service Delivery /  

Strategic Objectives 
Legal and Regulatory / 

Ethical 
Reputation and External 

Stakeholders  
Environmental 

Insignificant 
Incident only, no medical 

treatment required 

<100K recurrent reduction in 
Council budget<$500K one off 

loss 

(<5% overrun of project 
budget) 

Key services disrupted for less 
than 1 day for up to half a 

day, usual scheduled 
interruptions. 

Negligible impact on objectives 

Minor breach of contractual or 
statutory obligations with 

request to comply. One off 
minor legal matters. 

Minor opportunistic incident 
involving a single person 

Insignificant public comment or 
local media coverage. 

Transient impact on 
environment, no long term 

effect or short term negative 
impact on urban design, or loss 

of sense of place for part of 
area. 

Minor 
Minor injuries treated by first 
aid, routine industrial issues 

$100K-$1M recurrent reduction 
in Council budget $500K-$2M 

one off loss 

(5-10% overrun of project 
budget) 

Key services disrupted for 1 to 
2 days a full day. Isolated 

customer complaints. Isolated 
service standard failure. 

Minor setbacks that are easily 
remedied. 

Minor breach of contractual or 
statutory obligations with 

request to comply. The City 
sued or fined or otherwise 

liable for up to $50K. 

Opportunistic incident involving 
several people. 

Heighted concerns from a 
narrow group of residents, one 

off negative metro media 
coverage. 

Short term effects on 
environment, no long term 

effect or short term negative 
impact on urban design, or loss 

of sense of place for part of 
area. 

Moderate 

Serious injury requiring medical 
treatment, staff turnover slightly 

higher than 20%, one off 
industrial issues 

$1M-$2.5M recurrent reduction 
in Council budget $2M-10M 

one off loss 

(10-15% overrun of project 
budget) 

Key services disrupted for 
between 2 and 20 days up to 2 
days. Higher than normal level 
of one off customer complaints. 
One off service standard failure 

affecting multiple people. 

Some of the organisation’s 
objectives cannot be met. 

Breach of contractual or 
statutory obligations resulting 
in investigation, ongoing legal 
issues not easily addressed. 

The City sued or fined or 
otherwise liable for between 

$50K and $250K. 

Planned unethical action by 
one or more staff. 

Concerns from cross section of 
public, ongoing negative metro 

media coverage. 

Medium term effects on 
environment, long term 

recovery or long term negative 
impact on urban design, or loss 

of sense of place for part of 
area. 

Major 

Life threatening injury or 
multiple serious injuries 
requiring hospitalisation, 

fatality, staff turnover well 
above 20%, ongoing industrial 

action  

$2.5M - $10M recurrent 
reduction in Council budget 
$10M - $25M one off loss 

(15-20% overrun of project 
budget) 

Key services disrupted for 
between 20 and 60 days 2 and 
5 days. High level of customer 

complaints over sustained 
period. Repeated service 

standard failure or one that 
affects multiple people. 

Some important objectives of 
the organisation cannot be 

met. 

Major breach of contractual or 
statutory obligations resulting 
in significant legal action. The 
city sued or fined or otherwise 
liable for between $205K and 

$1M. 

Major one off fraud or 
corruption by a senior person. 

Significant outcry from public, 
significant negative state level 

media coverage. 

Major environmental impact, 
long term negative impact on 
urban design, or loss of sense 

of place for the whole area.  

Catastrophic 

Multiple Fatalities, Fatality, 
sustained and serious 

industrial action, loss of 
multiple staff at once 

>$10M recurrent reduction in 
Council budget >$25M one off 

loss 

(20-25% overrun of project 
budget) 

Key services disrupted for over 
60 days 5 days. Systemic 

customer complaints or serious 
complaints relating to more 
than one programmed area 

over a sustained period. 

Most of the organisation’s 
objectives cannot be met. 

Serious breach of contractual 
or statutory obligations 
resulting in significant 

prosecution and fines. The city 
sued or fined or otherwise 
liable for more than $1M. 

Systemic fraud and corruption, 
major external investigation 

with adverse findings. 

Significant and widespread 
public outcry, sustained 
negative national media 

coverage. 

Irreversible environmental 
harm or permanent negative 

impact on urban design. 
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MEASURES OF LIKELIHOOD 

 

Code Likelihood Qualitative descriptor Probability of occurrence 

A Almost certain Is expected to occur in most 
circumstances 

Greater than 95% 

B Likely Will probably occur in most 
circumstances 

66% to 95% 

C Possible moderate Might occur at some time 36% to 65% 

D Unlikely Could occur at some time 5% to 35% 

E Rare May occur only in exceptional 
circumstances 

less than 5% 

 
RISK EVALUATION MATRIX  

Likelihood 

Consequence 

1 

Insignificant 

2 

Minor 

3 

Moderate 

4 

Major 

5 

Catastrophic 

A Almost certain 
Medium Medium High Extreme Extreme 

B Likely Medium Medium High Extreme Extreme 

C Possible 
moderate 

Low Medium Medium High Extreme 

D Unlikely Low Low Medium Medium High 

E Rare Low Low Low Medium Medium 

 

  



RISK ACCEPTANCE CRITERIA 

RISK RANK LEVEL OF RISK DESCRIPTION CRITERIA FOR RISK ACCEPTANCE RESPONSIBILITY 

EXTREME 17 - 25 Urgent Attention Required 
Risk only acceptable with excellent controls and all treatment plans to be explored and 

implemented where possible, managed by highest level of authority and subject to monthly 
continusous monitoring 

Quartlery reports will be provided to Council on all Extreme Risks. 

CEO 

HIGH 10 – 16 Attention Required 
Risk acceptable with excellent controls, managed by senior management / executive and subject 

to quarterly monitoring 

Quarterly reports will provided to Council on all High Risks. 

Director / CEO 

MEDIUM 5 – 9 Monitor 
Risk acceptable with adequate controls, managed by specific procedures and subject to semi- 

annual monitoring 
 Business Manager / Director 

LOW 1 – 4 Acceptable 
Risk acceptable with adequate controls, managed by routine procedures and subject to annual 

monitoring 
Business Manager 

MEASURE OF EXISTING CONTROLS 

Rating Foreseeable Description 

Effective 

Doing more than what is reasonable 
under the circumstances 

1. Existing controls exceed current legislated, regulatory and compliance
requirements, and surpass relevant and current standards, codes of practice,
guidelines and industry benchmarks expected of this organisation

2. Subject to continuous monitoring and regular testing

Adequate 

Doing what is reasonable under the circumstances 
1. Existing controls are in accordance with current legislated, regulatory and

compliance requirements, and are aligned with relevant and current standards,
codes of practice, guidelines and industry benchmarks expected of this
organisation

2. Subject to continuous monitoring and regular testing

Inadequate 

Not doing some or all things reasonable 
under the circumstances 

1. Existing controls do not provide confidence that they meet current legislated,
regulatory and compliance requirements, and may not be aligned with relevant
and current standards, codes of practice, guidelines and industry benchmarks
expected of this organisation

2. Controls not operating as intended and have not been reviewed or tested
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